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Right engineering? The redesign of privacy and personal data protection 

Abstract: This article is an overarching study of developments around the idea of building 
privacy and other fundamental rights and freedoms into smart ICT systems. It first focuses 
on the concept of ‘Data Protection by Design and by Default’, recently introduced by EU 
legislation for organisations to protect the fundamental rights and freedoms of individuals. 
It studies the historical origins of the concept and describes the different professional and 
civic communities that have gathered around it over time; while doing this, the article 
traces the boundaries of what seems to be emerging as a ‘techno-epistemic network of 
privacy engineering’. Then, it presents the empirical findings of a broad consultation with 
representatives of the emerging network as well as with representatives from communities 
that have remained outside its boundaries. It thus reports on the views of policy makers, 
regulators, entrepreneurs, ICT developers but also ‘extends’ to civil right associations, 
savvy users, ethical hackers, legal and other practitioners on current design-based 
approaches to privacy and personal data protection. By letting the informants voices come 
to the fore, it points at novel ways in which the meaning and scope of protections are 
transformed in processes of ICT engineering. Rights become articulated according to very 
different vocabularies, procedures and mutual checks from the ones provided by 
traditional practices of law. The article introduces two notions to capture the salient 
attributes of these transformations. Through the notion of ‘privacy by network’ it shows 
how privacy becomes re-constituted as ‘normative transversal through techno-epistemic 
agency, and assimilated into the cross-cutting nature of ICT ecosystems. Through the 
notion of ‘right engineering’, it raises questions about possible benefits and potential 
problems of turning legal principles into engineering and orients towards the ‘extension’ of 
the network, for enhanced legitimation of rights in design.  

Keywords: privacy and personal data protection by design; techno-epistemic network of 
privacy engineering, privacy by network 

 
SECTION 1 - Introduction  

Smart environments - smart homes, smart cities powered by smart grids and smart 
infrastructures, are seen as a major development opportunity for societies and their 
economies. They are also a challenge to fundamental rights and freedoms such as 
privacy and personal data protection. Sensing, communicating and interacting devices 
and environments gather and use enormous amounts of information about people’s 
everyday lives. In Europe, the protection of these rights is deemed necessary, and has 
been formulated in many cases by the European Court of Human Rights, as well as by 
the European Union and its Member States.  

Increasingly, we also see the emergence of design-oriented approaches that aim at 
building safeguards to privacy, personal data protection and  other fundamental rights 
and freedoms directly into smart environments, artefacts and infrastructures. These 
new approaches involve concepts such as ‘privacy by design’ (PbD) and ‘data protection 
by design and by default’ (DPbD). Data Protection by Design and by Default (DPIA) has 
been introduced into European legislation by the recently adopted EU General Data 
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Protection Regulation (GDPR) 1 that will apply from 25 May 2018. Through the GDPR 
and the proposed revision of the EU Directive on privacy in the electronic 
communications sector (e-Privacy Directive)2, the EU has undertaken a decisive move 
towards the engineering of protection of these rights. It will be mandatory for 
organisations to protect fundamental rights and freedoms when processing personal 
data, by building safeguards into information and communication technologies and 
their settings. In addition to their other responsibilities for protecting personal data, 
data controllers shall: 
 

implement appropriate technical and organisational measures, such as 
pseudonymisation, which are designed to implement data-protection 
principles, such as data minimisation, in an effective manner and to integrate 
the necessary safeguards into the processing in order to (...) protect the rights 
of data subjects (Article 25.1 GDPR) 

The design-based approach towards fundamental rights and freedoms reflects two 
topical trends in EU legislation that are key to the re-articulation of privacy and 
personal data protection. First, it belongs to a broader risk-based turn that brings the 
regulation of personal data processing towards more prospective and anticipative 
management practices in organizations. Second, it belongs to an increasing delegation 
of part of the governance of information technologies from the public to the private 
sector through a plethora of modes of self-regulation like industrial standard setting, 
certification schemes, codes of conduct and best practices (von Schomberg, 2011), as 
mechanisms to ‘responsibilise’ the actor in control of the processing of personal data.3 
Privacy and Personal Data Protection by Design and by Default epitomise these trends 
by moving part of the task of having to deal with the scope of protection of fundamental 
rights of privacy and personal data protection away from traditional legal settings like 
courts and civic actors and corresponding procedures, into more private and 
technocratic, expert-based, upstream processes of technology development. This 
context has further stimulated a nascent field of ‘privacy engineering’ to take shape and, 
to some extent, stabilise around a set of expectations and practices. This entails the 
inclusion of a specific community of actors within institutional and technological 
settings, tasked to address the challenges of privacy and personal data protection as 
problems for engineering.  

We argue that these developments cannot be understood without also looking at what 
they imply for the articulation of fundamental rights and principles. On the one hand, 
the hardcoding of legal safeguards and principles into technology seems a logical 
development given the ubiquitous proliferation of privacy-threatening and surveillance-
based practices and technologies (‘big data’, smart and increasingly interdependent 

                                                        
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection 
of natural persons with regard to the processing of personal data and on the free movement of such data, and 
repealing Directive 95/46/EC (General Data Protection Regulation). 
2 Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life 
and the protection of personal data in electronic communications and repealing Directive 2002/58/EC 
(Regulation on Privacy and Electronic Communications), 10.01.2017, COM (2017)10 final 
https://ec.europa.eu/digital-single-market/en/news/propos-al-regulation-privacy-and-electronic-communications.  
3 See article 24 GDPR on the “responsibility of the controller”. 
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infrastructures)4. On the other hand, this evolution may imply that connotations of the 
concepts of ‘personal data protection’ and ‘privacy’ change in ways and with effects that 
are hard to predict5. 

In the 90s, the privacy activist Simon Davies claimed that the character of privacy and 
data protection became ‘re-engineered’ from the 1970s to the 1980s: 

The concept of privacy has shifted in the space of a generation a civil- and 
political-rights issue motivated by polemic ideology to a consumer- and 
rights issue underpinned by the principles of data protection and by the law 
of trading standards. Privacy has metamorphosed from an issue of societal 
power relationships to one of strictly defined legal rights (1998,143). 

We document parts of the further unfolding of this story. From the 1990s onwards, a 
second transformational wave takes this idea of ‘re-engineering’ quite seriously. Privacy 
and data protection here start being understood and referred to as techno-
organisational measures. As in the first wave, this involves the migration of the 
articulation of these concepts towards different sites where they start being dealt with 
by different actors. This aspect deserves attention. The community that originally 
emerged and stabilized around the concept of personal data protection can be described 
as an epistemic community (cf. Haas 1992, Bennett 1992). This community mobilized a 
relatively stable set of existing principles and knowledge base (mainly originating in 
law) around a set of managerial practices (mainly pertaining to private undertakings). 
This happened for regulatory purposes and gradually evolved into a proper field 
gathering legal scholarship, regulators, private actors, institutions and supported by 
some segments of the civil society (Bennett 1992, 2008). In the more recent 
developments described above, we observe a transition towards the constitution of a 
techno-epistemic network (Rommetveit et al. 2015, 2018, see also Doty & Mulligan 
2013).  

Considering the foregoing, this article studies the developments around the idea of 
building privacy and data protection into information technologies, captured in 
different concepts and approaches like ‘Privacy Enhancing Technologies’ (PETs), 
‘Privacy by Design’ (PbD), ‘Data Protection by Design and by Default’ (DPbD) or ‘Privacy 
Engineering’ (PE) that have proliferated over the past two decades. It pursues the 
question of what happens when fundamental rights and freedoms -  that have 
traditionally served as guarantees for governing practices and actions related to 
personal information - are now mobilised to shape technical specifications for designing 
information and communication technologies as well as what happens when the above-
mentioned ‘relationships’ and ‘strictly defined legal rights’ become subject to design-
based approaches6. To do so, the article explores various constellations of actors 
gathering around the concept of ‘privacy engineering’; it investigates their views on the 
novelties that these new engineering practices bring to the protection of privacy and 
                                                        
4 It also seems to follow similar logics as in related fields, such as values in design, where values integrate more 
closely with the technologies than in previous practices, for instance of ethical appraisals of ICTs (see Van der 
Hoven, 2013). 
5 In ways analogous to those described as mediation of values and technological artefacts by philosophers and 
sociologists of technology (Latour 1991, Verbeek 2005). 
6 This shift to the articulation of rights like privacy and data protection in the socio-technical design of ICTs 
does not imply that their articulation in other modalities like in written text disappears. “Just as written law has 
not replaced the role of unwritten law but complemented and changed it, written law as well as unwritten law 
will continue to play a key role in providing legal protection” (Hildebrandt & Koops, 2010, p. 454). 
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personal data in contexts of increased interconnectedness such as the Internet of 
Things, this necessarily triggering reflections on novelties for the governance of such 
practices7. Furthermore, the article points at the interactions between practices (e.g., 
civic, legal, political and ethical) that engage with the notions of privacy and data 
protection as rights  that have to be transformed throughout processes for technology 
development and design for building ICT systems (e.g., software engineering, 
standardisation, organisational management, etc.). Finally, the article introduces two 
notions to capture the salient attributes of these evolutions. Through the notion of 
‘privacy by network’ it shows how privacy becomes re-constituted as ‘normative 
transversal through techno-epistemic agency, and assimilated into the cross-cutting 
nature of ICT ecosystems. Through the notion of ‘right engineering’, it raises questions 
about possible benefits and potential problems of turning legal principles into 
engineering and orients towards the ‘extension’ of the network, for enhanced 
legitimation of rights in design. 

1.2 Outline and brief summary of this article 
Section 2: Privacy and Design, a short history, allows for a closer focus on the 
‘second transformational wave’ described above, when, the notions of privacy and 
personal data protection turn from legal rights into techno-organisational concepts. It 
provides a historical sketch of the developments that led to the stabilisation and 
mainstreaming of concepts such as Privacy Enhancing Technologies, Privacy by Design 
and Data Protection by Design and by Default. To do so, special attention is paid to 
activities within this process related to the nascent ‘techno-epistemic network of 
privacy engineering’ that has played a major role in the establishment of the above 
mentioned concepts as promising solutions to policy and market concerns. This section 
also identifies a range of actors positioned outside the network but that constitute 
themselves as ‘peers’ to actors placed within its crucial nodes. This allowing a 
broadening of the focus to an ‘extended’ community of peers8.  

Section 3 - Extended	 community	 of	 peers	 and	 their	 ‘privacy	 articulations’,	
elaborates upon the notion of ‘extended peer community’ and introduces seven types of 
what we define as ‘articulations for privacy’. It draws on the empirical findings of an 
overarching enquiry conducted in the context of the EU-funded Project CANDID9. It 
explains how, inspired by an ‘extended peer review’ approach10, we reached-out 
representatives from within, around, outside the emergent techno-epistemic network 
described in Sections 1 and 2, namely institutional and business actors, technology 
developers, ethical hackers, savvy-users, civil rights organisations, legal and other 
practitioners directly involved in ICT developments and researchers in Social Sciences, 
Law, and Humanities. We have conducted an epistemic checking of assumptions and 
                                                        
7 The IoT is a key priority for the EU Digital Single Market. The European Commission estimates that the 
number of IoT connections within the EU is expected to increase from approximately 1.8 million in 2013 to 
almost 6 billion in 2020, leading to the EU IoT market being higher than one trillion euros by 2020, 
SWD/2016/0110 final.  
8 The notion of ‘extended peer review’ is inspired by that of Funtowicz & Ravetz (1993). An extended peer 
review is the process of including people and groups that have experience and knowledge beyond academic 
science when trying to assure the quality of research, thus increasing the reliability of results. Here the concept 
applies beyond academic science and is operationalized within a regulatory context.  
9 The EU-funded project CANDID, aims to critically appraise smart technologies and to explore their prospects. 
(CANDID – Checking Assumptions and promoting responsibility in smart Development – is a EU Horizon 2020 
project, Grant no—732561.) 

10 Funtowicz & Ravetz (1993). Also see note 8.  
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expectations and explored the actual experience of all these peers with regards to the 
ways in which the fundamental rights and freedoms of privacy and personal data 
protection - are concretely being translated into ICT technologies. By doing this we 
managed to isolate seven types of different ‘articulations for privacy’, emerging by the 
accounts of the different peers. Section 3 also introduces the following two sections of 
the article, that explore each of the privacy articulation identified and allow to point at 
difficulties in their materialization and corresponding limits and lessons. 

Section 4 - Articulations of privacy in design-based approaches, dives into four 
main ‘privacy articulations’, arising within the communities that are tied to the 
emergence of design-based approaches to privacy and personal data protection. A first 
important lesson leant here is that while rights play a role in shaping the design and 
construction of information technologies, the meaning and scope of their protection are 
themselves reformulated and associated with technical concepts and other needs (e.g., 
technological functionalities, interoperability, free data flows). A second lesson 
concerns the efforts of stabilisation of design-based approaches to privacy and personal 
data protection in order to agree on specific methodological frameworks (such as 
organizational guidelines, assessment templates, design patterns, standardization 
activities, best practices, or best available techniques) for various purposes (ranging 
from the protection of fundamental rights and freedom,  digital market completion, 
consumer trust) and in order to overcome regulatory uncertainty and motivate 
organizations to protect fundamental rights and freedoms. 

Section 5 - Extended Articulations of Privacy and Design-Based Approaches, dives 
into three main articulations of privacy by reflecting the ‘extended’ dimension of the 
enquiry. We learn about alternatives to design-based approaches from adjacent fields 
(legal, civic actors and data-literate users). It points at lessons about ICT sustainability 
drawing from IoT manifestos, and the human rights legal field. It also shows how for 
some peers, the very design of ICT systems as currently proposed, constrains 
imaginaries about alternative systemic visions. 

Section 6 - Conclusions: ‘Privacy by Network’ and missing links. Limits and 
lessons for ‘right engineering’, concludes the article. It first summarises the main 
steps undertaken in the writing. Secondly, it elaborates on privacy articulations exposed 
in Sections 4 and 5 by explaining how the ‘extended peer review’ (Section 3) has 
allowed illustrating the connections forged as well as current disconnect among 
communities of peers and the sites and scales in which these happen. It also points at 
how lessons on limits and alternatives illustrated in the previous sections can orient 
towards the idea of ‘right engineering’ implying a co-production between different 
practices. It also describes the predicament of ‘privacy by network’ as a reading key for 
understanding techno-epistemic developments. Finally, it points at those that currently 
are significant missing links in ‘privacy by network’, namely: the need of clear 
statements concerning distributed responsibility; a disconnect between legal 
enunciations and designed devices and the need of an ‘extended’, and thus enhanced, 
legitimation of current technology-driven visions. 

SECTION 2 - Privacy and Design, a short history 

  
In this section we illustrate how the notion of ‘Data Protection by Design’ and related 
practices, theory and methods - originated and developed. Data Protection by Design 
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has its roots in ‘Privacy by Design’ which, in turn, derives from debates and initiatives 
concerning Privacy Enhancing Technologies and Privacy Impact Assessments. 

 

 
Fig. 1 - Privacy and Personal Data Protection by Design and by 

Default  

 

In the mid 1990s, after emergence of the Internet, we assist to rapid development of 
information technologies supported by businesses and governments. At the same time, 
governments and businesses struggle to encourage public acceptance and adoption of 
technologies that become apparently privacy-invasive (Clarke 2009). Important 
attempts to solve this problem are Privacy impact assessments (PIAs). Impact 
Assessments had already emerged in the 70ies as a reaction to at least two needs: rights 
infringements triggering public mobilizations, and management of risks to damage to 
reputation of organizations. A main argument accompanying the debate on Privacy 
Impact Assessments was that the adverse effects identified in the assessment could be 
mitigated through changing the technological design.  

Another attempt to address privacy concerns, is the development of the field of Privacy 
Enhancing Technologies (PETs). The term was coined  in a joint study by the Dutch Data 
Protection Authority and the Information and Privacy Commissioner of Ontario (Hes & 
Borking 1995/2000). This approach centered on the protection of people’s identity by 
using digital technologies (like digital signatures, pseudonyms, trusted third parties) so 
that users could benefit from anonymity and minimization of personal data use. These 
technologies had been developed since the 1980ies by computer scientists and 
cryptographers.11 PETs marked a shift from conventional to privacy information 
systems, so that “when a new information system is being engineered, the designer can 
take the user’s privacy into account during the different phases of the design process. 
This is sometimes seen as an example of ‘value sensitive design’, an approach that 
structurally takes human values into account throughout the design process of 
(information) technologies12.  In Europe, the main legal source of reference for privacy 
and personal data protection principles to be implemented in these technologies was 
the European Data Protection Directive 95/46, just adopted. Its introduction soon 
became a main event in the worldwide informational privacy community.  

The discourse about technological solutions for regulating privacy protection was 
introduced into the data protection regulatory community where it had a major 
impact,13 and would also attain a main foothold. At that time, the regulation of privacy 
and data protection was mostly conceived from a legal perspective. Most privacy 

                                                        
11 Most notably David Chaum (1981). 
12 Friedman, B. (1996) 
13 The report was presented at the 17th International Conference of Data Protection and Privacy Commissioners, 
Copenhagen, Denmark, 1995 
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commissioners had a background in the legal sector or administrative sector, not in the 
technological domain.  

The intersection of technology and privacy opened up a “new landscape” (Agre & 
Rotenberg, 1998) with important consequences for existing institutional constellations. 
Law starts to be conceived to have its regulatory limits, often captured in the image of a 
“law lag”: law always lags behind the speed of development of ICT technology (e.g. 
Reidenberg 1998). In several famous publications (Reidenberg 2008, Lessig 2009) law 
and technology are portrayed as alternative policy choices in regulating the behavior of 
individuals in general. These writings give theoretical background to these discourses 
and make the model more generic, meanwhile providing it with academic weight. PETs 
are a crucial paradigm for this model of “code as law” (Lessig 2009, pp. 223-226).14 
They sparked a wave of heated debates in academic circles on the nature of law and 
technology as regulatory instruments (Brownsword, Gutwirth et al, De Vries & van 
Dijk.) and the formulation of alternative concepts like ‘techno-regulation’ (Leenes 2011) 
or ‘legal protection by design’ (Hildebrandt 2011). 

In these years, the notion of designing privacy protection into ICT systems starts 
circulating in various institutions / domains and gradually becomes consolidated as a 
generalised approach, complementary or alternative to a ‘deficitary’ legal method. Law 
starts to be seen in interaction with other practices to which it has to build 
relations15. An international network of privacy and data protection authorities, 
technology developers, business, standard development organisations, and privacy 
advocates starts gathering around the notion of PETs. 

From the start of the new millennium, the ICT sector is increasingly seen as a major 
driver of economic changes at global scale. At the same time, the greater 
interconnectedness and tracking of persons and objects associated to these changes 
increases privacy concerns. The interaction of technological opportunities, commercial 
development, and social acceptance becomes a crucial factor that determines which 
innovations and applications become widespread (OECD 2006). At this point in time, 
information security and privacy, attract increasing attention while globalization and 
convergence of business practices linked to networked ICT infrastructures, leads 
representatives from privacy commissioners  to demand for uniform privacy criteria for 
information technologies (Cavoukian 2006).  

We see a growing amount of efforts to formulate international privacy standards and 
principles for the design of IT systems, rigorously translating privacy criteria into 
technological functionalities. The international privacy commissioners are highly vocal 
in this respect by means of a series of initiatives and resolutions16. Among these is the 
Resolution on a Draft ISO Privacy Framework Standard (“Wroclaw Resolution”, 2004) 
intended to promote greater cooperation in articulating international privacy 
standards. Then, the Global Privacy Standard (2006) lays out universal privacy 
                                                        
14 the second paradigm is Digital Rights Management tools for the enforcement of intellectual property rights. 
15 The underlying argument is that the rule of law needs to expand into new domains through new tools and 
methodologies (Kamara 2017, cf. Bennett and Mulligan 2002). 
16 The first of these initiatives is the setting-up of a group of privacy and standards experts from the government, 
industry, academic and legal communities within the Privacy Enhancing Technology Testing and Evaluation 
Project (PETTEP) aimed at developing “testing” criteria for PETs. Activities of the group run from 2001 until 
2005, when they lose much of its urgency and feasibility (Cavoukian, 2012) but they represent a major effort on 
the side of regulators to influence the privacy technical community in a multi-stakeholder international 
environment .  
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principles in an attempt of harmonizing various sets of ‘fair information practices’ to 
help businesses and technology companies evaluating their practices and systems 
(Cavoukian 2006).   

Later on, the Resolution on Development of International Standards for the use and 
deployment of privacy technologies (Montreal Resolution of 2007) calls for “the 
involvement of the data protection and privacy community” in the “interpretation of 
legislation in the context of technology standards” in order to ensure “consistent 
interpretation and compliance”. This statement is important. It shows that not only in 
those years, law was considered by regulators and other actors as having some 
regulatory limits vis à vis technological developments. Technical settings were also 
considered as insufficient to ensure consistent interpretation and translation of 
laws.  

Two years later, in occasion of a new gathering of the international privacy 
commissioners in Madrid (formulating the Madrid Resolution of 2009), a group of more 
than 100 representatives from the civil society sign “The Madrid Privacy Declaration” 
that gives vigorous support to “  genuine   Privacy  Enhancing   Techniques   that 
 minimize  or   eliminate   the   collection  of   personally   identifiable   information 
  and   for  meaningful  Privacy   Impact   Assessments   that   require   compliance   
with   privacy   standards17”.  

In parallel, the notion of privacy into technology design also permeates sites  of 
elaboration of international technical standards 18 . ISO activities on privacy 
technologies start concretising in 2006 when the ISO/IEC Joint Technical Committee 1/ 
SC 27 on “IT Security techniques” establishes a working group on “Identity Management 
and Privacy Technologies” (known as Working Group 5) privacy and biometrics. Work 
initiated by the working group ultimately leads to the adoption in 2011 of a standard for 
a general privacy framework for information technologies. This is the ISO/IEC 29100 - 
Information technology - Security techniques - Privacy framework that enhances existing 
security standards by adding a focus on the processing of personal data. ISO/IEC 29100 
primarily addresses organizations engaged in the processing of personal data19 but it is 
also envisaged to aid in the design of ICTs. It describes PETs as one of the privacy 
controls available to organizations within a “privacy by design” approach, which, in 

                                                        
17 The Madrid Privacy Declaration of 3 November 2009 is available at 
http://thepublicvoice.org/TheMadridPrivacyDeclaration.pdf  (last accessed on 30 October 2017) 
18 This does not immediately result in concrete standardization actions. At the EU level, a main initiative known 
as the Initiative on Privacy Standardisation in Europe (IPSE), publishes a report in 2002 on the possible role of 
standardisation in realising privacy and personal data protection in accordance with Directive 95/46/EC. The 
report includes seven recommendations for voluntary best practices. One of them calls for a “coherent 
approach” to better understand “the Impact of technologies on Data Protection, including Privacy Enhancing 
Technologies (PETS)”. The call (solely) addresses the need to elaborate an “informed oversight” “to educate 
and assist stakeholders”. The report specifies: “Technologists need to understand data protection requirements 
and how they can be built at a systemic level into the technology infrastructure”. The report further 
acknowledges that “the marketplace is volatile at present and PETs are still in their infancy. Care must be taken 
not to stifle creativity by moving to standardization too rapidly. Dealing with privacy interests and legal 
realities may slow the pace of technological change” (IPSE Report 2002). In 2004, a study group on privacy 
technologies is created within the International Standardisation Organisation: the Privacy Technology Study 
Group (PTSG). The Group had the task to examine the need for elaborating a privacy technology standard but 
ultimately decided not to create a corresponding working item (Yee 2011). 
19 ISO/IEC 29100 primarily addresses organizations engaged in processing personal data by formulating a 
common privacy terminology, defining the roles of actors in processing personal data, describing privacy 
safeguarding requirements and referencing known privacy principles, but is also envisaged to aid in ICT design.  

http://thepublicvoice.org/TheMadridPrivacyDeclaration.pdf
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turn, must be seen within a broader process of privacy risk management. The  adoption 
of this standard has functioned as the basis for more standards addressing privacy and 
technology aspects20.  

In the same period, there is also important work on operationalizing the methodology 
for privacy and data protection impact assessments for specific technologies like RFIDs 
and smart meters. These efforts take shape through two technology sector-specific 
documents. The first is the industry-proposed Privacy Impact Assessment and Data 
Protection Impact Assessment Framework (DPIAF) for RFID applications (2011). The 
second is the DPIA template for smart grid and smart metering systems proposed by 
Expert Group 2 of the EC’s Smart Grids Task Force (2013). These methods are 
established through co-regulatory mechanisms, where many stakeholders converge in 
the commissioning, development and endorsement process, including the European 
Commission, European and national Data Protection Authorities, industry and academia 
(Beslay & Lacoste 2012). 

Throughout the years 2000s we also see an expansion of the work on PETs into a more 
integrative and broader approach for privacy concerns at organizational level that 
becomes known as Privacy by Design21. One of the first occurrences of the notion is in 
2000, in a conference on Computers, Privacy and Freedom.22 The notion later becomes 
promoted mainly by Ontario Privacy Commissioner. It is presented as a follow-up and 
holistic improvement to PETs, since in order to address privacy aspects, it goes beyond 
specific technologies, and  aims at wider systems  and at the organizational level. This 
way of looking puts into focus the broader socio-technical dimensions of ICT 
development within business organizations and thus emphasises a vast gamut of 
practical aspects like: business models, organizational management, marketing & 
customer relationships, consumer trust, use cases, accountability and legal compliance. 
The notion was operationalised and introduced into the business community through 
a series of diagnostic tools, guidelines, and tech domain-specific best practices. 
Eventually, the “philosophy” of privacy by design was further substantiated by a series of 
“seven foundational principles” that, a.o., make it apply throughout the whole “life-cycle” 
of software development and maintenance (Cavoukian 2009/2011).   

The notion receives impetus from the regulatory domain. In 2012, when the European 
Commission initiates the reform of European data protection legislation by introducing 
a draft of the General Data Protection Regulation, the notion becomes inserted as Data 
Protection by Design (DPbD) as mandatory for ‘data controllers’, meaning any 
organisation processing personal data. In the Impact Assessment accompanying the 
proposal for the EU GDPR, the EU Commission explains that the inclusion of Data 
Protection by Design in legislation is beneficial in many ways: it reinforces individuals’ 
rights and increases effectiveness of personal data protection as well as security of 
processing, it offers easier ways to ensure and demonstrate compliance for data 
controllers, reinforces their accountability and increases their legal certainty. Further to 

                                                        
20 Such as: ISO 24760 Information technology - Security techniques - A framework for identity management, 
also adopted in 2011, and ISO 29101 Information technology - Security techniques - Privacy architecture 
framework, adopted in 2013, which is particularly applicable to entities involved in designing ICT systems 
which process personally identifiable information. 
21 PETs start to be conceived as building blocks for implementation of what will later become Privacy by 
Design approaches, this is how they are described in ENISA report Privacy Enhancing Technologies: Evolution 
and State of the Art published in March 2017.  
22 http://www.cfp2000.org/program/full-program.html, http://www.cfp2000.org/papers/fonerintro.pdf  

http://www.cfp2000.org/program/full-program.html
http://www.cfp2000.org/papers/fonerintro.pdf
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this, the EU Commission explains that privacy enhancing technologies, privacy by design 
and data protection consulting are promising sectors as “European industries could 
become world leaders in privacy enhancing technology or privacy by design solutions, 
drawing business, jobs and capital to the European Union” (SEC(2012) 72 final).  After a 
long process, the Regulation is finally adopted in 2016 with the obligation for 
controllers to implement Data Protection by Design and by Default (DPbD) in its article 
2523. The DPbD notion seems to have roots into PETs and Privacy by design by explicitly 
mentioning pseudonymization to achieve data minimization as an exemplar, and by 
referring to “technical and organizational measures”.24 On the other hand, it is inscribed 
explicitly within the logic and scope of European Data Protection Law and does not 
necessarily cover all aspects of the right to privacy.25 It will remain to be seen what the 
differences and similarities between these notions will be.  

These years are marked by attempts to move privacy by design ‘from policy to 
engineering’ (Danezis et al 2014), since a strong gap is perceived to exist between the 
regulatory discourse on privacy by design, based on  generic techno-organizational 
principles, and the growing field of “privacy engineering” (cf. Spiekermann & Cranor 
2009, Cavoukian 2011, Gurses et al 201526, Dennedy et al. 2014, Oliver 2014, Notario et 
al 2015, etc.). Although this field existed since the 1990ies especially in the context of 
ubiquitous computing systems (Bellotti & Sellen 1993), (Langheinrich 2001), it receives 
a boost from 2011 onwards (Gurses and del Alamo 2016) and quickly emerges as “a hot 
new career” opportunity (Cranor & Sadeh 2013). Privacy engineering mainly comes out 
of software engineering a subfield of computer science (Gurses and del Alamo 2016), 
but extends towards other fields like information security, human-computer 
interaction, machine learning. The field is not homogeneous and different approaches 
to privacy engineering can be distinguished.  

The first approach called “privacy by architecture” builds on the tradition of data 
minimization and pseudonymization pursued in PETs and is very technological in 
nature. The second approach is called “privacy by policy” and focuses on implementing 
principles of notification, specification and choice for data subjects about data 
processing operations (Spiekermann & Cranor 2009). It thus has a more legal character. 
A third approach is called “privacy by interaction” and focuses on the socio-technical 
aspects of design that improve user’s agency in different contexts (Gurses and del 
Alamo 2016). The latter is more social in nature and would include contributions by 
social scientists, ethicists, humanities scholars and the participation of data subjects in 
design processes. The main aim of the privacy engineering field can be considered to be 
to turn (abstract) ethical and legal principles into practices and methodologies 
that can be used to hardcode privacy and data protection requirements into 
information infrastructures, artefacts and applications.27  

                                                        
23 The Regulation will apply as of 25 May 2016,  content of point 1 of article 25, introducing the obligation for 
controllers to implement Data Protection by Design and by Default  is reported in Section 1 of this paper.  
24 For a more detailed analysis, see Bygrave 2017 
25 As enshrined in article 7 of the Charter of Fundamental Rights of the European Union (2012/C 326/02) 
26 Gurses, S., Troncoso, C. and C. Diaz, “Engineering Privacy by Design Reloaded,” in Amsterdam Privacy 
Conference 2015, October 2015 
27  Due to the inherent complexity of this task, the field is frequently also described as involving artisan 
elements, as requiring creative and even artistic capabilities (Dennedy et al. 2014) in order to bridge the 
different types of knowledge, value-commitments and practices (and so design principles and methodologies 
become important). 
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In parallel to this proliferation of approaches, we assist to new attempts to match 
technology and privacy aspects at standardisation level. A few examples, among others, 
can be found at the EU and ISO level. Among the most recent initiatives in the EU is one 
undertaken in 2015, when the EU Commission issued a standardisation mandate 
(mandate 530) for the European Standardisation Organisations to develop European 
standards and standardisation deliverables for security technologies (C(2015) 102 
final). The mandate covers aspects such as the management of privacy and personal 
data protection during the design of security technologies allowing both manufacturers 
and service providers to execute “Privacy by Design” (C(2015) 102 final). Calls for  
other standardisation activities regarding privacy and, where needed, privacy by design, 
appear in the form of recommendations set-out by the European Commission in the 
Rolling Plans for ICT Standardisation issued from 2013 to 2017. These concern cross-
cutting ways of dealing with privacy technology aspects in sectors that are key to the 
Digital Single Market.  At the same time, ISO is now working on standards for privacy 
enhancing data de-identification techniques (ISO/IEC CD 20889) and, more generally, 
on privacy engineering (ISO/IEC AWI 27550). 

2.1 - Remarks on historical developments  
Surveying the foregoing, we can see that the efforts to deal with the design of privacy 
and data protection are undertaken at a variety of heterogenous sites and by a plethora 
of different actors. The association of privacy with engineering thus exists within a 
specific ecology, where the general goals may be set by regulators and legislators in line 
with the need to satisfy multiple policy and market objectives, but where the specific 
means must come from engineering techniques, standards and technical specifications 
that are agreed upon collectively in sectoral and international multi-stakeholder fora 
and standardisation sites. The announced goal of this hybrid activity is the 
transformation of regulatory principles and legal requirements - derived from the 
fundamental right to protection of personal data, ie. Charter Art. 8 and Art. 16 TFEU but 
also from cooperation of Data Protection Authorities in international fora - into 
engineering. Hence, the nascent techno-epistemic network of privacy engineering, 
taking on the task to implement privacy and personal data protection by design, has its 
main source of legitimacy in engineering, but crucially has to rely upon the statements 
of actors from the regulatory regime, law, impact assessors, technical specifications 
from the standardisation field, certification, etc.  

As we will show in following sections of this paper,  this is not the only option available 
for the constitution of the techno-epistemic network. Privacy engineering could also 
take its mandate directly from privacy-concerned publics, and so lock in more directly 
with a civic regime, or with market and demand-driven developments.  

This complex ecology of regimes and practices is important to keep in mind as we 
explore the possibilities and problems of privacy by design.  

 

SECTION 3 - Extended community of peers and their privacy articulations 
 

The emergence of privacy engineering in the complex ecology described above raises 
important questions. A main one pertains to the ways in which the notions of rights are 
re-negotiated and re-designed as a consequence of these processes. A right will acquire 
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new imagined characteristics when dealt with in contexts of risk management by 
organisations having the task to protect data. On the other hand, a right acquires 
material characteristics when hard-coded into ICT systems and infrastructures. We 
enquired about these issues in the context of the EU-funded Project CANDID28 where we 
explored the ways in which the fundamental rights and freedoms of privacy and 
personal data protection - are concretely being evaluated and translated into ICT 
systems29.  

We conducted an extended peer communications exercise with a wide range of 
individuals being involved in various ways in ICT developments. Among the 60 peers 
consulted, 24 had a stance in activities related to the assessment and design of privacy 
and personal data protection in contexts of digital technology. We reached out to 
representatives from the communities that have played a role over time in the evolution 
of the notions of PETs, privacy engineering, privacy by design, personal data protection 
by design, namely data protection authorities, universities, the standardization field and 
the business sector. The exercise also involved technology developers, engineers, Social 
Sciences and Humanities scholars, specialists in interaction design and value sensitive 
design. We also reached out to legal practitioners and judges in European High Courts, 
as well as civil rights organisations representing the views of individual right holders 
and concerned publics, as well as ethical hackers and technology savvy users, that have 
developed own strategies for assessing privacy and protection of personal data or for 
developing privacy friendly technological systems.  

We engaged with these peers by means of written questionnaires or interviews through 
which they were presented with questions about ‘Data Protection by Design and by 
Default’ and ‘Data Protection Impact Assessments’. We wanted to understand how 
design-based techniques for the protection of rights relate to the ways in which law 
operates and to notions such as ‘fundamental rights and freedoms’ and ‘legal 
protections’. In exploring these views we also wanted to check existing assumptions and 
expectations and understand from peers what for them is constitutive of privacy and 
personal data protection ‘rights in design’. 

A main result of the review is that different ways of imagining, understanding and 
articulating these rights exist. Here is a list of modes in which rights become articulated 
and where privacy and personal data protection emerge as: 

● a “right to be protected” by a trustworthy data controller  
● an organizational risk  
● an engineering requirement 
● a transversal concern for infrastructure and standardization 
● a human right  

                                                        
28  CANDID – Checking Assumptions and promoting responsibility in smart Development – is a EU 
Horizon 2020 project, Grant no—732561. CANDID critically appraises smart technologies and systems by 
bringing together insights and experiences from ICT innovators and Social Sciences and Humanities 
researchers, to explore the future of smart technologies from an interdisciplinary perspective. The project 
has been running since 1st January 2017 and will terminate on 31 December 2017. Its consortium is 
composed of 5 European Universities: the University of Bergen (Project Coordinator), the Universitat 
Oberta de Catalunya, the Vrije Universiteit Brussel and the University of Edinburgh.  
29 The research takes place in the context of a wider study on concrete prospects for 'smart' technologies in 
hyper-connected urban environments and implications for users. The CANDID Project has three main 
research lines, so-called Modules: Module 1 – User and Design Configurations; Module 2 – Risks, Rights 
and Engineering; Module 3 – Sensing Infrastructures. This article focuses on Module 2.  

http://www.uoc.edu/portal/en/index.html
http://www.uoc.edu/portal/en/index.html
http://www.uoc.edu/portal/en/index.html
http://www.vub.ac.be/en/
http://www.ed.ac.uk/
http://www.ed.ac.uk/
http://candid.w.uib.no/user-configurations/
http://candid.w.uib.no/risks-rights-and-engineering/
http://candid.w.uib.no/risks-rights-and-engineering/
http://candid.w.uib.no/sensing-infrastructures/
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● a fundamental political freedom  
● technology-enabled autonomy  

 

As we will see in Section 4, the first four points pertain to actors that played important 
roles in establishing and perpetuating design-based approaches, positioned at core 
nodes of the privacy engineering network. The review shows certain limits to these 
ways in which privacy becomes articulated. It also indicates certain contradictions or 
tensions among them. In Section 5, we will address the latter three privacy articulations 
in the list and proceed to describe the “extension” of the review to actors and practices 
situated outside the network and holding diverging views. This will point at new 
tensions and at possibility to learn lessons.  

The presentation of each ‘privacy articulation mode’ in §4 and §5 is split in two parts. 
The first lets the peer voices come to the fore, the second is followed by an elaboration 
that extrapolates on the meanings, limits, tensions or lessons discerned. 

 

SECTION 4 - Articulations of privacy in design-based approaches 

 

4.1		A	“right	to	be	protected”	by	a	trustworthy	Data	Controller 
 
As seen in Sections 1 and 2, organisations have the responsibility for protecting the 
fundamental rights and freedoms of individuals in contexts of data processing and to 
implement ‘Data Protection by Design and by Default to comply with their protection 
obligations towards individuals. We have interviewed an influential representative of a 
Data Protection Authority, being involved in regulatory processes at national and 
European level. She describes ‘data protection by design’ as a development that "could 
really make a change" as an instrument “backed by the force of law” and associated with 
principles of transparency and accountability that legislation applies to organisations. 
The peer sees in this a shift of the focus from ‘privacy sensitive technologies’ to 
‘personal data protection by design’, implying the existence of a slight difference in 
approach between the two techniques: 
 

Peer (Data Protection Authority) - we know (…) privacy by design, privacy 
enhancing technologies (...), but now we have a different approach because of 
the GDPR.  It’s not totally different.  But we have to make sure that now the 
main focus it’s about data protection...The GDPR, assumes that there is a data 
controller … you can address the responsible entity. 

 
The notion of personal data protection by design centres on the role of the controller as 
responsible entity. This protection paradigm is something not applicable to other types 
of ICT systems that can function without a ‘controller’, such as crowd-based 
technologies and PETs. In this respect, the peer explains, the GDPR is not technology-
neutral:  
   
 

Peer (Data Protection Authority) - “the GDPR is not technology-neutral and 
it assumes that the data controller is the party who is responsible, who wants 
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to be responsible or wants to do it in the correct way. They will read the GDPR, 
they will implement all the criteria, or they will do it because otherwise they 
may be fined...so it can be very costful”.  

 
The peer explains that Privacy Enhancing Technologies can enable protection 
modalities different from the ones just described. PETs can be deployed as self-
defending technologies. She reports being aware of cases where data controllers are 
blocking the provision of services when users try accessing them by making use of self-
defending tools (such as anonymisers). She points out that GDPR should be interpreted 
in a way that allows individuals to deploy user-side privacy techniques:  
 

Peer (Data Protection Authority) - in the good world we don’t need any self 
data protection tool.  Of course the world is different, and it has to be different 
because it’s a global world, which also means that it’s not one set of rules 
applying to everybody and not everybody is happy with complying because the 
data is so powerful; you can make money out of databases (...) I can make sure 
that my privacy is being respected by privacy enhancing technologies, by self-
protection tools, so I can do something as a user.  

 
The peer furthermore remains strongly in favour of a regulatory framework that puts 
the burden of personal data protection on ‘powerful players’ rather than ‘on the 
shoulders of the citizens’. She nevertheless explains that emphasis on the controller 
mostly encompasses the important role of manufacturers and system developers. These 
are the actors that actually integrate data protection safeguards into technology but the 
GDPR merely ‘encourages’ them to practice DPbD in product development30.  
 
The effectiveness of the data protection technologies selected by controllers depends on 
prior work of these actors and on what stabilises as ‘state of the art technology’. 
However, sometimes even the combination of two ‘best available’ technologies can 
cause the loss of protection because of increased linkability. The peer makes the point 
that ‘the compromise of de-facto standards’ is not a guarantee for good outcome. This 
brings in the issue of how to publish what is ‘state of the art’ or ‘best available 
technique’ without relying on company decisions only and with the involvement of 
other actors. 
 

Regulating through DPbD: limits to trustworthiness 
 
The current regulatory framework puts strong emphasis on controllers as the 
responsible entities for ensuring personal data protection. Technology can support this 
duty, but controllers must rely on solutions developed by other actors and even when a 
technology falls within the category of state of the art, the final outcome may not be 

                                                        
30  Recital 78 of the GDPR states that “producers of the products, services and applications should be 
encouraged to take into account the right to data protection when developing and designing such products, 
services and applications and, with due regard to the state of the art, to make sure that controllers and processors 
are able to fulfill their data protection obligations.” Bygrave (2017) remarks that “the Regulation evinces an 
expectation that the duty imposed by Article 25 on controllers will be passed both ‘downstream’ to processors 
and ‘upstream’ to technology developers.” (p. 116). 
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satisfactory. In the case of data breaches resulting from inadequate design, the 
responsibility remains on the data controller. Designers cannot be held responsible.  
 
This points at issues of risk/liability repartition towards the users between service 
providers and sub-contractors that are typical in commercial contexts. In our case, the 
entities that are ultimately responsible for granting protections to fundamental rights 
and freedoms have to rely upon data protection by design technologies made available 
by sub-contractors. In turn, the producers of such technologies are only ‘encouraged’ to 
take into account these rights when developing and designing their products (Recital 78 
of GDPR). We will see in Section 4.3 how these design processes take place and what 
factors into engineering decisions which are expected to have the legally significant 
effects just described.  
 
These reasonings are substantiated by considerations on the global scene where 
controllers act, a scene where data is ‘powerful’ and has monetary value. In such a 
context, PETs should remain available as self-defending technologies. They allow 
alternative paradigms for rights’ protection, where individuals have the capacity to act 
autonomously towards data protection. We will elaborate on these alternatives in 
Section 5.   
 

4.2 Privacy as organizational risk  
 
Many peers depict a situation where controllers still find it difficult to define data-
protection related risks. A reputed public and private sector consultant, with long-
standing experience in the field of data protection regulation and data protection by 
design explains organisations ‘have to realise that there is a risk’:  
 

Peer	 (Consultancy	 DPIA	 and	 DPbD):’	 If they do not realise there is a risk, 
organisations will not do anything. My experience is that in order to 
understand this, organisations have to analyse in depth their data flows and 
most organisations haven’t done that. Most of them actually do not know what 
kind of processing is taking place’ 

 
She presents the acknowledgement of a risk for them as the pre-condition for rights 
protection. She thus proposes a definition where the possible damage to a fundamental 
right is compared to the damage to assets of the organisation: 
  

Peer (Consultancy DPIA and DPbD): ‘Risk is a probability that, due to a 
particular threat, a particular vulnerability exploits it and causes a damage to 
an asset. In this case, it would be damage to a human right, or the fulfilment of 
a human right’. 

 
She explains that organisations require education before they start to understand 
threats and what is necessary in terms of rights’ protection. She sees evaluation of risks 
and threats in contexts of Data Protection Impact Assessments as the pre-requisite for 
adequate deployment of Data Protection by Design but explains that although the EU 
GDPR makes it compulsory, it may take time before Privacy by Design will be accepted 
as a ‘sine qua non’ condition, ‘something you have to do’ because privacy by design is 
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‘low’ in the general administration and the industry agenda, ‘it takes time and money’ 
and data are of high value:  
 

Peer (Consultancy DPIA and DPbD): data are of high value and if you apply 
privacy by design techniques the amount of data you would collect would 
diminish and therefore you have impact on your business model.  
 

According to her, the situation may change if fines will be so high that people tries to 
avoid ‘reputation damage’: ‘their name and trademark in the market will be damaged and 
they will lose costumers’. So, she explains, that will get in ‘a privacy by design mode’.  
 
Other peers acknowledge the current lack of motivation of controllers to implement 
data protection by design measures but they point at incentives rather than to fines to 
change this situation: ‘there is no wide-scale adoption of a technology without proper 
incentives’. A peer from a Data Protection Authority suggests incentives are introduced 
by public policies and identifies the need to facilitate business models that are privacy-
friendly:  

 
Peer (DPA): Data Protection by Design and by Default can be very 
technology intensive tasks. Specialized skills are needed. Incentives for 
controllers need to be addressed and introduced by public policies (...). 
“Privacy friendly” business models need to be developed and facilitated, as 
well. 

 
Among proposals aimed at facilitating privacy-friendly business models, features that of 
making available to data controllers privacy by design solutions based on a set of 
standardised ‘building blocks’, that can be utilised depending on the organisation’s 
needs:  
 

Peer (Consultancy DPIA and DPbD): actually it is a very difficult task to do 
because there is not a standardised way of doing it so the privacy by design 
solution as yet is costumised. What we try to do, is to develop a design method 
that is using building blocks. So, if you want anonymity, you have to use these 
kinds of methods which are well described and if you want to hide some data 
in certain data domains you have to use different kinds of building blocks. 

     
Finally, a representative from a data-controller energy distribution company takes a 
rather different stance. The peer expresses the need to conduct discussions over 
privacy, security and risks at ‘chain lavel’. She explains that each actor in the energy 
sector is currently trying to assess their own risks whilst organisations should think 
broader than their own responsibility:  
 

Peer (Energy distribution operator): organisations should think broader 
than their own responsibility and create a common mind-set of which risks 
there are in a chain. And that is very difficult if you have multiple 
stakeholders in the chain. So, I think then the most important thing is who 
will take leadership, who will take overall coordination (...), so, the 
governance. 

 
When asked who should take the leadership the peer explains that the Government, 
policy makers and regulators should have an important role as well as self-regulation. 
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In her view, sector organisations could take a role as self-regulators at national level, so 
leadership could be taken from them, especially for coordination of sectoral-wide DPIAs 
with involvement of all stakeholders31.   
 

Moving beyond risky trade-offs and burdensome decision-making  
 
We have seen how acknowledgments of personal data protection either as ‘risk 
management’ aspects or ‘incentives’ account as main strategies for the inclusion of 
safeguards for fundamental rights and freedoms in the action plans of organisations. 
Both strategies deserve reflection. We have seen in Section 2 how fears over 
reputational damage for undertakings has contributed to the introduction of ‘risk 
management tools’ such as impact assessments in the privacy field (Clarke 2009). 
Breaches of privacy and data protection may cause damage to reputation and trust. This 
corresponds to a conception of ‘rights as risks’ according to a mode of “managing the 
risk of rights” (Murphy and Whitty, 2009). In line with this “right as a risk” logic, a 
breach to fundamental rights and freedoms should be seen as source of vulnerability for 
assets. Fundamental rights and freedoms may also be counted as sources of risk in the 
sense of the legal risks of possible future court cases (van Dijk et al. 2015).  
 
However, the association between risk of breach to the above mentioned rights and the 
assets and reputation of undertaking is not inscribed in legislation. The GDPR 
establishes instead an explicit relationship between the notion of ‘risk’ and 
‘fundamental rights and freedoms of individuals’ by clarifying that ‘risks to the rights 
and freedoms of natural persons of varying likelihood and severity, may result from 
personal data processing which could lead to physical, material or non-material damage’ 
(GDPR Recital 75). Controllers have instead legitimate interests in processing activities 
as well as obligations towards the user and compliance, responsibilities, cooperation 
and consultation duties towards public and data protection authorities. They are liable, 
accountable and auditing applies to their activities. 
 
This clarification leads to the point on ‘incentives’, according to which, the protection of 
fundamental rights and freedoms is dependent on privacy friendly business models. The 
latter, in turn, depend on business-friendly privacy solutions. This resonates with what 
emerges neatly in sections above, about a trade-off between business-value of personal 
data for organisations and their motivation to protect. The GDPR attributes to 
controllers the key role of being the single entity, among other digital market players, 
responsible for taking decisions about risks to the rights and legitimate interests of data 
subjects and other persons concerned (GDPR article 35.7). At the same time, it puts 
heavy duties on them. In such a perspective, it is easier to understand why peers 
suggest establishing ‘rights as incentives’ types of drivers for controllers or centring on 
‘rights as risks’ dynamics, any other type of guarantee logic for the protection of 
fundamental right to privacy and personal data appearing unsuited to their role as 
market players.  
 
Finally, the point on collective evaluation of chain risks raised by the peer from the 
energy infrastructure field, seems related to what just described. In a regulatory 
                                                        
31  The peer is referring to representatives from: grid operator, data processor, energy retailer and service 
provider, customers, regulators and policy makers.  
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environment where data controllers are responsible for data protection - but partially 
rely on other chain actors for their service provision - there is a tendency to favor self-
regulatory practices which, de facto, allow burden sharing. In the point raised by the 
peer, this allows for more effective evaluation of risks in the chain and should give a role 
to regulators. We will elaborate further on aspects of distributed responsibility in 
Section 6. 
 

4.3 Privacy as an engineering challenge 
 

We have reached-out to representatives from the ‘engineering’ community that have 
been working in the field of design for privacy and personal data protection in different 
settings, namely, researchers in departments for ‘applied research’ of technical 
Universities, ICT engineering experts cooperating closely with data protection 
authorities and consultants for the regulatory and the private sector. We aimed at 
learning from them how ICT technology is being designed in order to protect the 
fundamental rights to privacy and personal data protection. 
  
Although our inquiry was articulated in a set of questions predominantly centered on 
Data Protection by Design and by Default since this notion has recently been inscribed 
into EU legislation (as described in §1), most answers from peers tended to refer to 
privacy by design rather than data protection by design or to both, without clearly 
differentiating among them.  
  
This level of indeterminateness persists when the focus moves towards a single concept. 
For instance, some peers report problems understanding what exactly should be 
protected. They refer to privacy as being a ‘vague’ term, with no ‘formal definition’: 
 

Peer (privacy engineering): a major problem in the technical community 
(Computer Science, Machine Learning, statistics) is that we have troubles 
understanding what should be protected, in a way rigorous enough that it 
can be translated to a formal definition.  

 
Peer (engineering - user interaction design) - privacy is too vague and is 
difficult to align with the concrete character of engineering requirements 
and things engineering needs to consider.  

 
In the second quote, the lack of a specific definition for privacy is said to come in conflict 
with the character of a design process. The peer further explains that “privacy ideas do 
not acknowledge the level of specificity required by engineering” where many decisions 
have to be made all the time that “pass under the radar” but “we still have to stick a 
‘privacy label’ to them”.  
  
Some peers also point at an interesting disconnect between the engineering and 
legal language. Most of the time, “legaleese” is not enough to “bake” protection in an 
algorithm or system, it needs to have a mathematical definition. The difficulty in 
translating legal principles into programming language reveals a difference in 
reasoning styles between engineering and human rights: 
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Peer (engineering - user interaction design): There is a difference between 
the moral reasoning linked to human rights and the attempt of solving an 
engineering problem, which is technically and mathematically specified.  

  
The quote below exemplifies the type of reasoning at work in a data protection by 
design process: 
  

Peer (privacy engineering): Data Protection by Design and by Default can 
be costly in terms of computations, speed, and accuracy of models. In many 
cases this can be alleviated, but it usually requires very substantial research 
and work to achieve a good outcome. It can also be less flexible since the 
approach is often tailored to a particular goal and algorithm, and a small 
change can require a lot of work. 
 

The same peers point at the limits of such processes given the societal goals they are 
called to attain. Some exercises end up focusing on design solutions that are based on 
“somewhat arbitrary goals” that can be “easily defined” in mathematics. This is 
problematic to the extent that design goals are meant to articulate the problem that the 
technology tries to solve. In some peers, the level of skepticism towards the ability to 
overcome uncertainties is high:  
 

Peer (engineering - ubiquitous computing): there isn’t a heady fixed 
recipe for Privacy by Design unfortunately. I think there are few books now 
out there but there isn’t really a “look at book” to tell people what to do and 
how to do it.  

 
Other peers in the privacy engineering community are more “optimistic” and point at 
methodologies currently under study that can contribute to the cause because they try 
to “minimize the data that is kept for a long time in machine learning applications by 
means of selective data systems”; “seek to integrate fairness in machine learning 
predictions”; “identify and develop privacy requirements that are built based on 
interdisciplinary insights”; “try to make the bridge between technical system building and 
social findings”.  
 
Although promising methodologies are under development, most peers agree that there 
is no one size that fits all. What works in one context may be wrong in another and some 
ready-made solutions could have side effects that are not well understood. For instance, 
the combination of two best available technologies with very good privacy features may 
cause the loss of protection, due to increased linkabilities. In this sense, most peers 
agree that impact assessments for privacy and personal data protection can play an 
important role in orienting the design process: 

 
Peer (engineering - ubiquitous computing): the outcome of  a Privacy 
Impact Assessment gives you chances of understanding the design space and 
from there, maybe, it might actually be easier to come up with Privacy by 
Design choices because you understood better the data you are collecting, 
the reason for collecting it, the impact that the data might have, the 
weaknesses that you may encounter, the vulnerabilities and so forth.  

 
Privacy and personal data protection are not the unique aspects to be addressed in 
processes of ICT manufacturing. They come in association with other design values like 
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information security. Our peers explain that information security supports privacy 
engineering but it brings about other challenges: 
  

Peer (engineering - data protection regulation): information security has 
to be recognized to support privacy engineering, but in this respect the often 
predominant focus on the interests of the organization (e.g. the service 
provider) has to be shifted towards the rights of the individual. 

 
The peer refers to a publication on ‘protection goals’ in the field of privacy 
engineering that aim to provide abstract privacy-sensitive properties (goals) for 
systems under development32. Reference is made to the concept of multilateral 
security33 that points at existing tensions between different stakeholders’ interests 
in a system and at the negotiations and influences of protection goals and sub-goals 
on each other while stressing that the imposal of disadvantageous compromises on 
users must be prevented34.  

Legal principles and engineering requirements: in search of mediators 
 
It is possible to identify recurring traits in the privacy engineering exercises described. 
As seen, most peers tend to refer to privacy by design rather than to data protection by 
design. The distinction between the two concepts of privacy and personal data 
protection that exists at the level of the EU Charter of Fundamental Rights is often 
blurred in discussions about programming frameworks. This emphasis on privacy is 
important and performative in at least two senses. On one hand it entails broad 
considerations in terms of safeguards for personal data protection35. On the other hand 
it lies as an essential element for consumer trust, as we will see more in-depth in 
paragraph 4.4. However, privacy clearly emerges as a real engineering challenge when it 
has to acquire material characteristics of ICT.  
 
Peers report a significant degree of uncertainty about how to translate such a polysemic 
concept into technical and mathematical language. Whereas the translation of legally 

                                                        
32 Protection goals provide context independent properties for IT systems. In ICT security the triad of confidentiality, 
integrity, and availability has been widely accepted. As a complement to these security-protection goals, three privacy-
specific protection goals have been proposed, namely unlinkability, transparency, and intervenability (ENISA 2017). 
33 A. Pfitzmann (2000), “Multilateral Security: Enabling Technologies and Their Evaluation,” in Informatics – 10 Years 
Back, 10 Years Ahead, ser. LNCS, R. Wilhelm, Ed., vol. 2000. Springer, 2001, pp. 50–62, “Multilateral security means 
providing security for all parties concerned, requiring each party to only minimally trust in the honesty of others: each party 
has its particular protection goals. Each party can formulate its protection goals. Security conflicts are recognised and 
compromises negotiated. Each party can enforce its protection goals within the agreed compromise”.  
34 G. Wolf and A. Pfitzmann, “Properties of protection goals and their integration into a user interface,” Comput. Netw., 
vol. 32, no. 6, pp. 685–699, May 2000.   
35 The EU Charter of Fundamental Rights grants protection to the rights to privacy and personal data respectively in its 
articles 7 and 8. Recognition in separated articles means they are two different legal concepts. According to some 
interpretations, the right to privacy protects the individual by warranting a certain level of “opacity” to the citizen (Gutwirth 
and De Hert 2007). Opacity guarantees non-interference in individual matters by, in origin, the state and, more recently, by 
private actors. As such, it is closely linked to the recognition of human rights and a sphere of individual autonomy and self-
determination. Differently to this, the right to “personal data protection” imposes a certain level of ‘transparency’ and 
accountability to the exercise of power. The very difference between the two rights lies in the constitutional guarantees they 
stand for, one being a guarantee of opacity (privacy), the other offering guarantees of transparency and accountability (data 
protection). Furthermore, the right to privacy does not only correspond to the respect of private life of the individual. It also 
grants respect to family life, home and communications. Thus it is also an important guarantee for family members, 
stretching beyond the individual sphere. It further holds a broader public value as it enables the exercise of rights that are 
essential to democracy, such as freedom of thought, speech, and association (Priscilla Regan 1995).  
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significant principles into technical specifications is important as it determines how 
rights are protected, major difficulties emerge because of differing reasoning styles in 
human rights and engineering disciplines. This difference is worth exploring. Our peers 
explain that it takes very substantial research to achieve a good outcome. The way 
rights become de facto implemented, ultimately depends on discretionary decisions 
about code, hardware, softwares, requirements as well as technical and mathematically 
specified language.  
 
Although guidance can be found in Data Protection Impact Assessments, such processes 
do not enjoy much flexibility. They are tailored to the specificities and constraints of the 
engineering practice (a particular ‘goal’ or algorithm) and a small change can require a 
lot of work. The scope of interpretation for good outcomes in terms of rights’ protection 
is framed within relatively fixed boundaries. This stands as a considerable difference 
with the types of hermeneutics at stake in legal approaches which instead consist in 
complex and subtle articulations between extra-legal norms and rules, cases, legal 
practice and case law wherein contents are conveyed, transformed, formalised and 
”jurimor-phed" (Gutwirth, 2015).  
 
Peers explain that in some cases engineering decisions on privacy must enter into 
negotiation with other interests. Information security is an example; but many other 
considerations play a role in technological design. For instance, as we will see in the 
next paragraph, infrastructural concerns, such as ‘consistency’ and ‘interoperability’, 
also factor into design decisions in the context of enhanced smartness and in the 
Internet of Things. 

4.4 Privacy as a Transversal Infrastructural Concern and  Standardization  
 
Some peers also explain that today’s increasing data processing for big data purposes 
and growing interdependencies in the Internet of Things, imply an adaptation of current 
approaches to privacy sensitive design, in close association  to security practices: 
  

Peer (engineering - DPA): “it is very difficult for everybody to understand the 
back and forth in dependencies and also if you want to inherit code, you want to 
share code, you want to use libraries, for example. But this is something which is 
not only giving you a ‘present’, that is cool, because you can base your functionality 
on top. It could also be that you inherit the risks and you have to be aware of that 
as well. … So there are real questions, the frameworks are hardly addressing them 
now, and I think data protection then has to become a mandatory part in all 
programming frameworks. But the same for security”. 

  
More research should go into situations of code sharing, having to base software 
functionality on top of other software to provide services. The reliability of the code is 
an important aspect here. Privacy and security risks can be inherited or can escalate and 
become systemic. This is because IoT devices, applications and platforms are expected 
to exchange data and have them stored on the facilities of multiple service providers. 
Thus, the security and privacy of the IoT not only concern the devices but also the 
communication links, storage facilities and other points in this ecosystem. This also 
raises questions in terms of shared responsibilities. 
In these situations of increased interconnectedness there are different levels of data 
processing involved whose technical design and implementation are provided by 
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different organizations or stakeholders. There is thus both a need to go beyond the 
organisation as the unit for achieving privacy protection, and a need to shift focus 
from single ICT technologies (like PETs) to ICT infrastructure. 
  
Novel technical aspects thus emerge through the need to establish interoperability and 
standards. This is not an easy task because the degree of consistency required by an IoT 
ecosystem is very high: 
  

Peer (privacy in standardisation): “You want to have interoperability among 
systems and between sub-systems. That is sine qua non condition for the market to 
happen. Technical people are in interaction on all this all time. 99% focus of 
technical people is about solving that. 
  

The peer explains that many efforts within standardisation bodies are currently aimed 
at: “integrating things and applications so that we have something consistent”. This has 
implications on how privacy safeguards are conceived and become articulated. 
  

Peer (privacy in standardisation): When we want to take into account 
privacy and other concerns, we have to take them into account as transversal 
concerns...: security, privacy, safety, energy consumption or taking into account 
ethical aspects and things like that. … we need to be able to engineer transversal 
concerns and “capabilities” in things. 

  
Standardisation efforts are often aimed at integrating privacy concerns as horizontal 
capabilities for IoT products and systems in such a way that interoperability is granted. 
Privacy should thus be taken care of as a “transversal concern”. The peer defines the 
building of these systems as something very complex for at least two aspects. 
Complexity relates first of all to technical aspects. The IoT depends on interoperability 
among, at least, three levels: applications from service providers, things holding certain 
features i.e. ‘capabilities’ that enable service provision, and the points of interconnection 
which semantically allow interaction among the previous elements. Privacy thus has to 
be designed into each level and articulated according to its specific function. This means 
it has to be translated into a service description and standardized through semantic 
interoperability specifications. 
 
Secondly, complexity is related to the structures of many applications and things, often 
all built by different companies, having to communicate with each other. As mentioned 
above, applications and things are developed by different stakeholders, often without 
adequate coordination. In this respect, the peer sees a lack of ‘chain perspective’, in 
developing the Internet of Things: 'we know “from the start” that there is an issue of not 
having IoT devices built with the involvement of stakeholders', this includes end-users 
and, where needed, social scientists. The problem is proposedly solved by taking an 
approach of “co-creation”, involving all kinds of users (like customers and application 
providers) in the design of IoT, including privacy concerns36.This implies that the 
concept of privacy is operationalized according to the principles of a co-creation 

                                                        
36 An approach for the joint creation of value by the company and the customer (Prahalad & Ramaswamy 2004).  



 24 

approach (first formulated in a context of consumer information and interaction)37, 
applied to the technical semantics of IoT architecture presented above. 
 
However, the specific technical complexity of this IoT architecture, limits the scope of 
the exercises of co-creation. The peer explains that this complexity is often not grasped 
neither by social scientists nor by users, whereas it determines 99% of the work of the 
technical people. Technical complexity is such that it can limit the feasibility of solutions 
that might sometimes be deemed desirable by users or social scientists (like those 
formulated in use cases). In this sense, the peer states that: 
  

Peer (consultancy - DPbD): “The gap is just too big between the user and the 
engineer that knows the capability of the robot… We are probably underestimating 
this aspect, but it is really about building a language for co-creation. …. This 
vocabulary  must be mapped with technical capabilities that the engineer has in 
mind. It is a vocabulary that is understandable even if it requires a brief learning. 
(...) We look at privacy and user. We should be able to explain the user the 
capability of the technology and then we are sure that he understands”. 

 
The engineers have thus to take the lead amongst themselves and start by mapping and 
describing technical capabilities of the product and service, first of all those that relate 
to safety and security and then to privacy. Users only come in after technical capabilities 
have been transformed into a ‘user taxonomy’ that is sufficiently intelligible to test the 
user's trust. Social scientists can also be involved, if they can help addressing what is the 
level of trust that is acceptable for users as, the peer explains, trust is about psychology.  

Assuming Compliance in Complex Network Inclusions  
 
We learn that in current contexts of increased interconnectedness, it is highly probable 
to inherit or assist to a systemic escalation of risks, this raising issues of code reliability 
and shared responsibility for market actors in ICT ecosystems. We have described 
efforts to neutralise risks not uniquely at the level of single ICT technologies but from an 
infrastructural perspective and how standardisation facilitates these attempts. By 
conciliating the views of market actors on how to foster integration of components for 
the IoT, standardisation also comes in support of collective decisions among these 
actors about distributed responsibilities.  
 
There is generalised confidence that once standards are established, they can come in 
support of conformity of IoT products to legal requirements. The EU relies on standards 
development in international fora. In its 2017 Rolling Plan on ICT Standardisation, the 
European Commission acknowledges that any new proposed standards for security and 
privacy of IoT systems will emerge from study groups currently active within ISO. The 
European Standards Regulation nevertheless clarifies that standards “play a very 
important role within the internal market (...) in the presumption of conformity of 
products to be made available on the market with the essential requirements (...) laid 
down in the relevant Union harmonisation legislation38”. Standards per se are not a 
                                                        
37 These principles are the following: dialogue with users, access to data, risk assessment and transparency of 
information (Prahalad & Ramaswamy 2004).  
38 Recital 5 of REGULATION (EU) No 1025/2012 OF THE EUROPEAN PARLIAMENT AND OF THE 
COUNCIL of 25 October 2012 on European standardisation, amending Council Directives 89/686/EEC and 
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guarantee for legal compliance, they remain a voluntary tool for self-regulation. Their 
conformity to law is ‘presumed’. Some have noted that standardization have acquired an 
increasingly important role in public policies to spur technological innovation. This 
leaves a number of important legal issues open in the recent European approach to 
standardization, such as how far delegation of public rulemaking to standardization 
bodies may go and who is responsible for the content of the standards. Other tensions 
with law come to the fore in the way that Courts are striking down certain standards 
through judicial review (Rob van Gestel, Hans-W. Micklitz 2013).  
 
Some have even argued that “techno-policy” standards specifically for privacy design of 
digital technologies (like the internet) constitute new modes of governance, beyond 
traditional state governance, but also beyond self-governance, towards co-governance 
in multi-stakeholder fora where certain actors become interdependent and regularly 
interact (Doty & Mulligan 2013)39. In the co-creation example described, privacy 
becomes (infra)structurally articulated into different levels in the form of the technical 
specifications needed for the IoT to function. The concept also becomes co-articulated 
and associated with other transversal concerns, especially security, safety, trust and 
interoperability. Adequacy of the levels for privacy protection is associated to levels of 
“trust”. The connotation of privacy and protection of personal data as fundamental 
rights, does not seem to play a determining role in the legitimation of the system 
described. In such a perspective, it is not always clear what are the conditions of co-
existence of privacy protections vis à vis of other standardisation necessities and what 
logics and priorities are at play when decisions on potential trade-offs between privacy 
and other values and interests must be taken40. Apart from being tied to technical 
constraints: i.e. capabilities, semantics, specifications, such decisions are generally 
oriented by the ‘technology development culture’ embraced by manufacturers, 
developers, innovators and corresponding value systems41.  
 
These types of interplays deserve attention in light of the metamorphose of privacy as 
central issue for societal power relationships described in Section 1. Other interesting 
transformational dynamics can be observed. We have seen privacy assuming what is 
called a ‘transversal’ role. The European Commission explains that work on the basic 
infrastructure for ICT systems is of ‘horizontal’ relevance (EC Rolling Plan for ICT 
standardisation 2015)42. In such a perspective, privacy standards apply to very different 
                                                                                                                                                                            
93/15/EEC and Directives 94/9/EC, 94/25/EC, 95/16/EC, 97/23/EC, 98/34/EC, 2004/22/EC, 2007/23/EC, 
2009/23/EC and 2009/105/EC of the European Parliament and of the Council and repealing Council Decision 
87/95/EEC and Decision No 1673/2006/EC of the European Parliament and of the Council.   
39 This case however is slightly different, since it deals with more U.S based efforts of standard setting that are less 
formalized and more plural than the ones we study. While, more formal settings are called an organizational field comprised 
of certain actors that are interdependent and regularly interact.  
40 Privacy is not an absolute right. In the EU its limitations are possible when provided by law and - subject to the principle 
of proportionality - they are necessary and meet objectives of general interest or the need to protect the rights and freedoms 
of others (Art. 52 (1) EU Charter of Fundamental Rights).  
41 A main contribution from STS literature has been addressing the ‘user’ as an entity relational to the designers of 
technology (Oudshoorn et al. 2004). This relationality means that researchers and developers tend represent and bridge 
toward ‘users’ in myriad ways during technology’s design, whether it be via business models, market studies, consumer 
panels, co-design workshops, or even just their common sense (Hyysalo & Johnson, 2015). 
42 In this view, work on the basic infrastructure for ICT systems is of horizontal relevance and that “standards should be 
considered as building blocks. Metaphorically, one could see these technologies such as Lego pieces that can be utilised to 
build complex architectures.” (EC Rolling Plan 2015, p. 5). Privacy aspects here are a prime example. They are conceived 
as “basic background matters of a horizontal character” (EC Rolling Plan  2017 – p. 125). Privacy applies to many priority 
domains such as the internet of things, cybersecurity, technologies for eHealth, active aging, smart energy metering systems, 
services and technologies for smart cities, network and information security, etc.  

https://www.kluwerlawonline.com/preview.php?id=COLA2013007
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policy areas and sectors and must also serve various policy purposes by dealing with 
both protection of personal data (including, where needed, through privacy by design) 
and the free movement of such data, in order to foster progress in key technologies that 
are critical to the completion of the Digital Single Market (EC Rolling Plans from 2013 to 
2017).  
 
It deserves mentioning that such standards feed into public-private partnerships for 
developing smart technologies. An example is the European Innovation Partnership on 
Smart Cities and Communities (EIP-SCC),43 in which a 'Citizen Centric Approach to Data-
Privacy by Design' is taken. This approach is based on established methodological 
frameworks like the DPIA template for smart grids44, projects45 and ISO standards46, in 
order to build guidelines for a privacy by design approach of its own with a citizen 
centric viewpoint (Smart Cities & Communities 2015). Such standards serve to 
coordinate efforts of partners. In the words of our peer, the PPP is “an instrument to 
communicate”, setting up an ecosystem to engage with other stakeholders or interested 
parties about concerns over privacy. 
 
This approach to privacy and personal data protection aspects, articulated as technical 
building elements for consistency and interoperability of the digital single market 
infrastructure, is in tension with alternative articulations of privacy in ICT that are more 
bottom-up in nature. As we will see in next sections, other ways of conceiving and 
building-up ICT systems exist but require the opportunity to renegotiate crucial 
concerns with right-holders and concerned publics.  
 

SECTION 5 - Extended Articulations of Privacy and Design-Based Approaches 
 
In the previous section we have observed four different modalities  of articulating 
privacy, emerging from organisational and institutional sites, fora and practices that 
have been crucial in the development of notions like PETs, PbD, DPbD and Privacy 
Engineering (regulation, organizations, device manufacturing / engineering, 
standardization).  While doing this, we have encountered certain limits pertaining to 
each modality, and, sometimes, tensions between them. In the historical overview 
(Section 2) we have already noted important points of divergence within the processes 
that led to the formulation, stabilisation and proliferation of design-based approaches to 
privacy. These coincide with the two historical transitions through which the concept of 
privacy has become “re-engineered”: from a civil-political right dealing with societal 
power relations, to a legal right of data protection and consumer issue and from the 
latter to matters of socio-technological design of ICTs.  

This is why the notion of “extension” associated to existing views and expectations on 
fundamental rights in design becomes relevant. This notion is at the hearth of the peer 
review approach described in this article. It allows reaching out to other actors, 
disciplines and practices also holding experience and knowledge with regards to 
                                                        
43 EIP-SCC is a PPP supported by the European Commission bringing together cities, industries, SMEs, 
investors, researchers and other smart city actors. http://eu-smartcities.eu/initiatives/2/description 

44 See § 2. 

45 Notario et al 2015. 
46 Especially ISO 27550 standard on Privacy Engineering (see § 2) 

http://eu-smartcities.eu/initiatives/2/description
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privacy in ICT technologies. This broadening the present emerging techno-epistemic 
network on privacy design. This discourse concerns legal scholars and practitioners, 
civil-rights and consumer organisations, privacy activists and citizen coders. In this way 
we observe three additional articulations for privacy, understood as: 

● a human right  
● a fundamental freedom  
● technology-enabled autonomy  

 
The inclusion of these forms of experienced knowledge can lead to an increase in the 
quality and reliability of designs, through the consideration of alternatives and the 
learning of lessons. 
 

5.1 Privacy as human right.  
 

As seen in Section 4, most peers agree that impact assessments for privacy and personal 
data protection can play an important role in orienting  design processes. However,  
contributions from a peer firmly committed to international human rights and 
principles as the basis for evaluating issues relating to privacy and data protection, 
provide a different viewpoint47. From the perspective of human rights law, assessment 
practices could trap rights inside a regulatory and  legalistic  cage.  Contributions  from  
ethics, privacy  scholarship  and  social  science  may  not  be able to counter this 
tendency but rather insert themselves on top of them and enhance them: many have 
argued that ethics and ELSA studies (ethical, legal and social aspects) have removed 
values from discourses about rights. This happened in areas like health and bioethics 
and is also likely to happen in this field. Assessments based  in  organisational  
techniques,  and  using  social  science,  ethics  or  privacy  literature  as reference 
sources, dislocates  the  seat  of articulation of fundamental rights like privacy towards  
risk  managers  and  privacy  impact  assessors, away from traditional actors and 
institutions like courts, but also in wider society from citizens and human rights 
activists.  
She remarks that if risk assessments are to be made, they should be anchored in the 
discourse of human rights. These impact assessments should grow from human right 
commitments and identify attributes from these rights from case-law.48 She specifies 
that lessons can be learnt from International Human Rights Law and international 
binding treaties. Some  ideas could also be borrowed from the fields of Corporate Social 
Responsibility (CSR), especially from attempts in the private sector to incorporate 
human rights into business models, like in Human Rights Impact Assessments.49 
Later, she expands on this more co-constructive approach to risk and design by 
proposing a few suggestions   

 
Peer (Human Rights Field): There might be a right-based alternative like 
sustainable development for better ICTs, or the notion of “good science” 
formulated by Charis Thompson. Perhaps the notion of good engineering could be 

                                                        
47 This contribution was made in a peer public session focused specifically on data protection impact 
assessments (van Dijk & Rommetveit, 2015). 
48 For examples, see (De Hert 2012), (van Dijk et al 2015). 
49 See (Harrison 2013). 
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helpful here? There needs to be a conversation between risk, design and engineering 
people, but herein some legal guarantees may be lost and this must be 
acknowledged. 

 
The peer refers to the notion of ‘good science’ relating to a co-production of science 
‘with’ ethics in innovation.50 Instead of just following after, or impeding research and 
development, it has a pro-active role in intervening in science-in-the-making and is thus 
co-constitutive within this process.51 In the present context of engineering rights, it thus 
implies a similar co-production between design, risk and right-based actors, like 
engineers, lawyers, risk managers and publics, which might imply mutually 
transformations in the contributions of each. 
A social scientist peer working in ICT design contexts responds to her second 
suggestion of sustainable development for better ICTs. 
 

Peer (engineering - interaction design): The concept of sustainability is 
interesting. According to a recent Design Manifesto for the Internet of Things52, the 
primary emerging values for design are the need for “increasing openness” 
“visibility” and “sustainability”. Sustainability has three major aspects  
1) design initiatives consider a lifecycle framework,  
2) there must be attempts to align with “local” coordinates to solve local problems,  
3) by means of devices that last longer and counteract obsolescence 

 
She explains that there is a discrepancy between the fact that IoT infrastructures are 
meant to last, whereas at the level of individual products or artefacts we find designed 
obsolescence. Software is changing the whole time and is increasingly in a state of 
“permanently BETA” where one develops a minimum product and constantly updates 
it.53 The customer buys one thing, but this thing will not be the same in a year, which 
raises consumer issues (e.g. of consent). She argues that good engineering pertains to 
the need to develop local infrastructures to address such issues. ‘In this sense, “good 
engineering” is associated with concepts of “responsible” and “contextual” technology, that 
works well for a long time.’ 

 
The question of ‘the scope of what needs to be designed’ into the ICT technology also 
surfaced in other peers’ contributions. Discussions here pertained to the scope of the 
concept of privacy in relation to other concepts like data protection on the one hand 
and other human rights like ‘dignity’ and ‘non-discrimination’ on the other. In response 
to a question on ensuring transparency in DPbD procedures,  a Peer (Legal field) 
stated:  
  

                                                        
50 (Thompson 2013,) https://mitpress.mit.edu/books/good-science  and 
ttp://www.medanthrotheory.org/read/5162/good-science . This both goes beyond the ideas of ethics having to 
clean up after science (ethics lag), or of merely describing the ethical, legal, and social implications of scientific 
research and development (ELSA studies).  
51 Similar arguments have been made about the co-productive role of law in techno-scientific innovation, 
criticizing the image of a “law lag”and arguing for the constitutive role of law within scientific work itself. 
(Jasanoff 2007. Making Order: Law and Science in Action, in: Hackett, E.J., Amsterdamska, O., Lynch, M., 
Wajcman, J. (Eds.), The Handbook of Science and Technology Studies. MIT Press. 
52 https://www.iotmanifesto.com/wp-content/themes/Manifesto/Manifesto.pdf 
53 On the term ‘permanently Beta’ and its implications for organizational philosophy, see (Neff & Stark 2004) 
 

https://mitpress.mit.edu/books/good-science
http://www.medanthrotheory.org/read/5162/good-science
http://www.medanthrotheory.org/read/5162/good-science
http://www.medanthrotheory.org/read/5162/good-science
http://www.medanthrotheory.org/read/5162/good-science
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The trouble … is what is meant with data protection by design. If it is really confined 
to data protection, then in many/some cases it is possible to provide transparency 
regarding compliance with the GDPR. It is for instance certainly possible to show 
the purposes of data processing, and details about the data in question. … If DPbD is 
supposed to cover rights (beyond data protection), then things are much more 
complicated. How to provide transparency that the user is treated fairly or that 
their autonomy is not harmed? 

 
Another peer from the human rights field indeed argued that an exclusive focus on 
privacy and personal data protection in these design practices implies a constant 
narrowing of the subject. In addition, other human rights like dignity, non-
discrimination and equality also have to be considered by engineering disciplines. In 
response to this, a peer from Interaction Design lamented that privacy is a concept that 
“comes as a black-box” that comes to encompass everything and that tech communities 
find it useless. Concepts like dignity, non-discrimination and equality help more in 
thinking about specific issues around the user. Attempts from engineers to work with 
such big concepts have however proven complicated. So there has been a return to the 
concept of privacy, often approached by resorting to the privacy perceptions of users. 
 
She further noted that individuals cannot control what happens to data when it is 
processed. They cannot check, for instance, whether non-discrimination applies. She 
raised the doubt that one might be solving the wrong problem when focusing on 
“consent” and on “individual control of their data”.  

Towards good engineering and sustainable technology development 
 
We have to distinguish between critical and co-productive arguments about the shift in 
the articulation of rights away from legal and political settings and to  upstream 
environment of technology development. On the one hand, co-inhering in such shifts are 
also different epistemic divisions of articulation, which also have implication on the 
level of what is being articulated. We have seen for instance that moving the articulation 
of privacy and data protection upstream in technology development, involving 
engineers, but also ethicists and social scientists can lead to a dissection of privacy in a 
right and a value that become separated and articulated by different actors. 
On the other hand, opportunities are also seen for a co-productive role of law within 
these techno-scientific innovation processes. We could capture this position by the 
notion of right engineering, which implies the learning of lessons from legally relevant 
fields. Important lessons can be derived from case-law, pertaining to the crucial 
concepts to be assessed in Privacy or Data Protection Impact assessments like “risk”, 
“probability”, “harm”, but also pertaining to the quality of the articulation processes 
itself (van Dijk et al 2016). They might also imply a turn to adjacent fields like human 
rights impact assessment or environmental impact assessments, thus raising 
broadening the scope of privacy in relation to other human rights like data protection, 
discrimination and dignity on the one hand, and to sustainable technology development 
on the other. 
  

5.2 Privacy as public and civic freedom  
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Several historical reasons, events, arguments, technological and cultural forces may be 
invoked to explain and justify the centrality of privacy and data protection as 
fundamental rights and freedoms in western societies. As implied by Davies (see § 1), 
important arguments and sources of justification come out of the 1960s and 70s civic 
rights movements (cf. Bennett 1992, 2008, Clarke 2009, etc.). Privacy and data 
protection as fundamental values of liberal and democratic societies are also forcefully 
articulated by ‘privacy advocates’ (Bennet 2008), i.e. privacy and fundamental rights 
lawyers and activists, as demands based on the general interest, to be upheld and 
protected by governments. They are also asserted in various ways throughout the GDPR 
and are frequently referenced by most peers in our consultation network. Yet, from 
some of the accounts provided by peers involved in civic movements, it also emerges 
that the classical ways for implementing civic rights, legislation, and now also risk 
management and engineering, are themselves double-edged swords. One of our peers, a 
representative of a digital and civil rights organisation, was, in principle, positive 
towards design-based processes, if implemented in the right ‘honest’ ways. Yet, she also 
strongly argued the need to look at the whole regulatory, economic and political 
situation and apparatuses within which these come embedded. 
  
On the one hand, there is a real possibility that the strong focus enjoyed by the GDPR 
could detract public attention from the fast-expanding role of surveillance practices in a 
number of areas. Some of these, such as intelligence services’ expanding access to and 
use of health, biometric and behavioural data, within which privacy and data protection 
requirements are much more loosely defined. Thus, she told us that one ‘should not just 
focus on the GDPR and should address other laws that also restrict freedoms‘. 
Simultaneously, problems pertain to the growing reliance of governance on self-
regulatory tools and mechanisms, with the possibility that by-design and impact 
assessments become major vehicles for the ‘privatisation of fundamental rights and 
freedoms’.  In Countries such as the Netherlands, for instance, she remarked that the 
convergence of private actors (insurance companies, ICT infrastructure providers, etc.) 
with public security services marks a worrying trend of a fast-emerging surveillance 
economy. There are real dangers that the protection of fundamental rights be regarded 
by main powerful actors as ‘an “obstacle” that has to be overcome as soon as a new 
opportunity for the economy arises’. This general view was then directed (by the peer) 
towards the possible uses of both the risk-based approach (DPIAs) and the engineering 
approach (DPbD), to the extent that they become possible tools for deflecting and 
discarding with public opposition: 
 

Peer (civil rights organisation): ‘All hopes and concerns would not have 
been raised when there would have been a PIA. “We do a PIA so it is okay”. …. 
In practice it is used as a means to get rid of the obstacle of fundamental 
rights …. It is used as a palliative to make it impossible for people opposing, 
to raise issues that certain developments infringe fundamental rights. The 
answer then is: “we did a PIA”. Our living base is regarded as a market 
commodity and not as a fundamental freedom. It is changed into a risk 
dimension: steals the rights of citizens in change for risk management’ 

 
or 
 

Peer (civil rights organisation): Privacy by Design and Privacy Impact 
Assessments are used as an excuse for innovation. Once it is written they 
have been done, no one opposes to them and no one checks the quality of the 
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process. Politicians have no notice of the contents. A PIA should start with 
honesty. The focus should not be on mere compliance. 
 

On this view, the quality of data protection and privacy tools is only as good as the 
basic institutional and public frameworks that inform them. Today, fields such as 
health records and smart meters are hampered by a strong lack of transparency and 
predominance of high secrecy levels. These relations are not conducive to the 
building of the salient safeguards since it severely limits the sources that could be 
entered into the design process: if a DPIA includes trivial questions, it will trigger 
trivial answers and no one will check. The fundamental right to privacy has been 
replaced by the “possibility of being harmed” from the processing of personal data, 
leaving potentially huge loopholes in the legal framework.  
 
The view on the potential role of PIAs and DPIAs as ‘public palliatives’, which was 
made with regard to smart grid developments in the Netherlands, was partially 
confirmed by a practitioner involved in security and data protection of smart 
grids54. According to him, the problem ‘had been taken care of’: 
 

Peer (data protection in smart grids): in the Netherlands this is a case that 
is not so relevant anymore. So, the example, although it is good to use it, it is of 
course now already been covered and being solved through the change of the 
Bill, through the change of the legislation. 

 
This view, however, must be understood as articulated from within a technical and 
engineering domain, and the technical requirements and limitations entailed by it. 
These limits were described by other peers when talking about involving consumers 
or users in design processes. In the standardization section, this was described as an 
important gap between user /social scientists and engineer: 
 

Peer (consultancy - DPbD): You can only suggest to user things you are 
sure you can implement  otherwise you break the trust link between the user 
and the designer.  
 
Peer (engineering - user trust): concerns voiced by publics can constitute 
an opportunity if they are enough ICT-focused, too often the discussion is far 
away from the ICT business/reality of the commercial world. 

 
By contrasting these two views, we see that there are real controversies and even 
contradictions built into efforts to standardise privacy and data protection: whereas 
users are frequently placed upfront as prime beneficiaries of ICT developments, 
their views cannot be taken into full account due to systemic and technical 
limitations intrinsic to the development of an interoperable, smart ICT 
infrastructure. 

                                                        
54 In 2009, in the Netherlands, the Senate blocked two national bills aimed at deploying smart meters because of 
the potential consequences that these devices could have for the right to private and family-life of their users, 
enshrined in article 8 of the European Convention of Human Rights (ECHR). This happened after a large anti-
smart meter campaign mobilising citizens raised a broad public debate.  
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Towards	‘Honest’	Design:	Avoiding	Blue-Washing & Public Palliatives 
 
On the view expressed by the peer from a civil rights organisation, there is no simple 
way of discriminating between the diagnosis made of the overall situation, the 
articulation of rights and freedoms, and a design-based approach: it is the actors of the 
surveillance economy enacted in private-public partnerships that pose the main threats 
to fundamental rights. This diagnosis of these main significant threats is articulated as a 
right of the public towards the state. It tries to articulate a general interest, and to direct 
a general will, towards the protection of rights. This civic view calls upon the state, or 
other relevant regulatory agencies (ie. European Court of Fundamental Rights), to 
uphold the strongest protection possible. If basic guarantees could be provided by the 
state, then data protection and privacy by design could be implemented in real and 
sustainable ways. Yet, as implied by the above, that would require a holistic view of the 
underlying political economy and the increasing tendency towards a surveillance 
economy, and so ‘privacy’ or ‘data protection’ in and of themselves would hardly be 
sufficient.  
 
Data protection impact assessments and data protection by design, introduced for 
taking privacy regulation upstream in ICT development processes, need to be situated 
within this larger constellation and broader articulation of privacy as a political and 
civic freedom. Here important limits and tensions can be discerned about what these 
practices can and will do.55 This was strongly formulated in the notion of the DPIA as a 
public palliative: these practices could thwart public mobilizations around privacy 
issues. Several of such public protests have proved to be quite effective in influencing 
future technology designs, be they politically, legally or technologically mediated.  
 
In this sense they mediate between the dissatisfaction of end users and the rationality of 
expert decision-makers (Alapuro 2011). We also have to bear in mind that such public 
reactions and mobilization against  privacy infringements were the historical driving 
force behind the development of tools like PIAs to preserve from reputational damage 
(Clarke, 2009). In this sense, it ties these practices back to their justification and raises 
the important question when  engaging in these practices could help further the 
protection of privacy freedom, or when it could actually make things worse. This might 
be the case when these practices function as procedural tick-box exercises focused on 
achieving mere compliance, without real checks on process, adequate to the nature of 
the fundamental freedoms at stake  and robustness of the contents.  
 
At the same time, the fact of conducting such a PIA can then be used as a legitimation for 
engaging in further ICT innovation or processings and blocking alternative privacy 
articulations or oppositions. In the worst case, such practices might contribute to a 
phenomenon we could call “blue-washing”, which similarly to “green-washing”, entails 
that they allow an organization to paint a picture of themselves as more privacy-
friendly than actually is the case.56 
                                                        
55 Burkert in an early discussion of the eternal limits of PETs (1998) both mentions that they preempt public 
mobilizations and narrow down the broad political concept of privacy with active participation oriented 
elements (to a more passive anonymity based concept). He points to the need of opening PET design to 
participation. 
56 The color blue here pertains to privacy as one of the first generation human rights as civic and political 
freedoms, which are often called blue rights. This in contrast with second generation economic, social and 
cultural rights (red rights) and third generation environmental and other rights (“green” rights). 
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In an early discussion of PETs, Burkert (1998) already stated that such design-based 
approaches have important external limitations, in both narrowing down the broad 
political concept of privacy with its active participation oriented elements to a more 
passive anonymity one, and thus also preempting public mobilizations. He points to the 
need of opening PET design to public participation. 
 
Here we get to a second important point. Public involvement no longer revolves outside 
or around, but inside these spaces and processes of ICT design. Dynamics similar to the 
ones sketched above - centred on civil awareness about technology processes in society 
and related issues at stake - could also pertain to these ‘internal’ spaces.  
 

5.3 Privacy as Technology-Enabled Autonomy 
 
An example of individual rights holders directly participating and articulating values 
into technology comes from the Quantified-Self movement (QS). The QS is an 
international movement of users who collaborate among each other to develop 
technological models allowing for self-tracking, thereby monitoring their own data to 
improve their life-styles, health, performances or behaviour. 

We have interviewed a representative of the movement to find out more about recently 
developed plans to realise a “user-centric personal data management platform” that 
should enable individuals to autonomously analyse their data and securely store it in 
neutral and trusted platforms (Peterson et al. 2015). At the core of this approach is an 
understanding of privacy as a direct expression of autonomy and identity: 

Peer (Quantified Self): ‘I define privacy as the ability to present different 
aspects of yourself to different aspects of the outside world.  You have the 
autonomy to be who you want to be to the world and to different people.  It’s 
like at a party, you speak to different people about different things and you 
present perhaps a different image or disclose different things about yourself 
depending on who you are talking to. Privacy has to be autonomous, has to be 
created with autonomy because it’s about you shaping your own identity vis-
à-vis the external wall. If you have no privacy, how can you have identity?’  
 

In the proposed system, the user is the central point of integration for different data 
streams. Individuals (rather than controllers, as described in § 4.1)  act as controllers of 
personal data and its use. The idea is that, by using and re-using their own data to build 
personalised correlations, users will gradually learn to understand and determine 
processing activities, and to benefit the most from their personal data. In market jargon, 
this would enable a ‘Vendor Relationship Management’ of data, in which the users 
themselves manage and decide with whom they want to share their data. This stands as 
opposed to the predominant usage of Customer Relationship Management (described in 
§4.4), deployed by corporations for managing their customer relations. 

 
Implementing such a platform, implies a quite fundamental shift in the priorities that 
today underpin most data processing, aggregation and analysis, since these are 
generally based in the requirements and needs of large systems and controllers. Within 
the QS, reversing this trend would imply enabling individuals themselves to 'ask their 
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own questions of the data', and to be able to combine different sources of information in 
their own ways: 
 

Peer (Quantified Self): Data analysis is interrogation of available data, 
asking questions to data. If you start from aggregated data from a large 
systemic point of view, the number of questions are going to be limited by 
those people who have access to that data asking those questions: the 
researchers, the data scientists or whoever is allowed to investigate the data.  
If individuals have access to their own data, then there is an infinite number 
of questions which shows an infinite number of angles to address certain 
problems and perhaps finding solutions that would not have been arrived at 
had we started aggregate data.  

 
The movement applies the term “data-literacy” to such an empowering process of 
individuals that brings about enhanced decision-making levels for self-improvement 
and autonomy. Two main problems, openly recognised by the promoters of such 
platforms, attach to their project. First, in order to enhance the computational potential 
of the platform, users need to have at their disposal as much personal information as 
possible. However, attempts aimed at reclaiming data back from online service 
providers (e.g.: transaction and purchase history) are reportedly hindered by silos-type 
problems between digital platforms and cloud services. Hence, the task of retrieving 
information from such sources emerges as a main challenge. Second, questions pertain 
to exactly how users should become motivated to take better care of their privacy, and 
whether (consequently) they would be able to, and be interested in, using such a 
platform. According to a peer, an 'ethical hacker', this is essential if data literacy is to 
have any meaning:  
 

Peer (Ethical hacker): ‘People should be more assertive and fight for their 
privacy rights (…). We should educate them by showing them what can 
happen, preferably by using accessible yet confronting privacy campaigns. 

  
or some of the main initiators of the QS movement, this was the exact problem that a 
self-management platform was supposed to address, since it could directly enable 
people to take action. According to the peer, recurring to education:   

  
Peer (Quantified Self) ... It’s not how things happen, it’s not how situations 
and technology evolution happens (...) I know because I tried to do the same 
thing.  I’ve been there and done that myself and realised the way people learn 
is through using technology that they think is going to help them do 
something they want.  

  
Efforts to directly design autonomy-enhancing properties into ICT systems also depend 
on difficulties for their promoters to feed into a business model that could sustain them: 
 

Peer (Quantified Self): ‘The practical imperative is really difficult. (...) They 
have to take off a little bit of this and that. You know: that’s what the venture 
capital wants, that’s what the investors want. Eventually it just moves 
towards something completely different to what they had imagined’. 
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But they also come to hinge on issues of individual motivation and (allegedly) 
enlightened self-interest. In order for such systems to make sense to the users, the latter 
need to know how to use them, and also take an interest in them that could motivate 
them to continue using them. This is because, the peer explains,  there is something that 
has to do with “things being free online and with things that actually do cost money such 
as storage of data, analysis of data”. These are considered to be not worthwhile paying 
and, according to the peer, this is  connected to lack of understanding. We will explore 
the relation among users’ understanding, education, data literacy and awareness in the 
conclusions.  

Imagining Vitruvian Data Infrastructures 
 
The articulation of privacy just exposed points to some rigidities of emerging ICT 
innovation ecosystems despite innovation agendas, place great emphasis on the 
empowerment of users, and the possibility of a user-driven economy (Hyysalo et al. 
2016). The peers’ claims are in contradiction with respect to these announced goals.  
 
The capacity to decide autonomously and take free decisions with regard to personal 
data enjoys legal recognition. First of all, the GDPR lays out that any personal data 
processing must be preceded by a clear affirmative act from the individual, establishing 
a freely given, specific, informed and unambiguous indication of her agreement to the 
processing of personal data relating to her. Secondly, and more broadly, the German 
legal system recognises a right related to the processing of personal data that is 
formulated as a fundamental right of informational self-determination. This right does 
not only concern the protection of personal data but must be understood in association 
with the free development of personality according to which subjects need to have the 
capacity to decide autonomously and take free decisions (González Fuster, 2014). The 
right of informational self-determination thus grants a relatively high level of control 
upon personal information. It seems to be possible to associate the concept of “data-
literacy” – that the QS movement describes as the prerequisite to benefit the most from 
personal data -– with the notion of self-determination just described. This is because QS 
users put forth the need to act freely and with high levels of mastery of their personal 
data and information by determining autonomously the modalities of its use. Data 
literacy thus emerges as a necessary precondition for effective user empowerment.  
 
However, a main question pertains to the actual margin within which data subjects may 
effectively themselves act in order to safeguard and assert their rights, within large-
scale information systems that are being operated and regulated according to complex 
governance structures. Another major question pertains to users motivation towards 
capacities and skills for improved data-literacy. On the one hand this emerges as a 
problem for the individual legal - ethical sphere in the words of the peer from the 
quantified-self movement: people miss the opportunity to become more autonomous by 
doing something with their data. On the other hand the problem is projected beyond the 
individual sphere - into the legal - civil and political sphere - in the words of the ethical 
hacker making the point that even though privacy is a right, it should not be granted and 
people should be more assertive and fight for such right. We will elaborate further on 
these two points in the Conclusions (§6). 

Finally, it is worth noting that the QS platform and its guiding philosophy of individual 
rights autonomy is enacted in a direct response to systems-based generation and use of 
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data. Originating in the 1960s counter-culture, it forms a variation on a countern-
imaginary that opposes individual freedom and creativity to conformism and the 
bureaucratic prescripts of systems (cf. Turner 2006). Yet, as these systems (in this case, 
aggregation of health data at systems and epidemiological levels) also make up 
important preconditions for this imaginary to assert itself, the QS platform design 
remains trapped in a difficult position. 

SECTION 6 - Conclusions: Privacy by Network and the Missing Links 
 
‘Privacy by design is a technical approach to a social problem. Obviously 
technology cannot help with all related aspects. Especially in the field of 
privacy, which touches various basic rights topics, such as freedom of 
expression and press, or protection from discrimination, issues have to be 
tackled in a grander scheme by society as a whole’. (Danezis et al, 2014, p. 
48) 

 

6.1 Limits and Tensions in Re-Designing Privacy 
 

In this article we have focused on design approaches that want to build safeguards to 
privacy and personal data protection into the socio-technical architecture of smart 
environments, artefacts and infrastructures. We have sketched a short history of the 
different approaches to realize this idea, like Privacy Enhancing Technologies (PET), 
Privacy by Design (PbD), Data Protection by Design (DPbD), Privacy Engineering. We 
have observed the formation of a techno-epistemic network around designing privacy, 
gathering an array of actors from different practices like regulation, technology 
development, software engineering, standardization, organizational management, risk 
assessment, business entrepreneuring, digital security analysis and consultancy, social 
science and ethics. We have also pointed at the efforts of stabilisation of the idea 
through networking efforts on specific methodological frameworks such as 
organizational guidelines, assessment templates, design patterns, standardization 
activities, best practices, or best available techniques. We have also learned lessons by 
broadening our look to other constellations of practices engaged in these developments, 
which also include legal,civic actors and data-literate users. This mapping, of the views 
of peer actors, situated within and around what we call the emerging techno-epistemic 
network of privacy engineering, has allowed to illustrate the connections forged as well 
as existing distantiations, and to understand several issues relating to privacy design.  

Firstly, the notion of ‘right’ and the way in which it is articulated becomes itself re-
designed as a consequence of these processes. We have observed how different  
articulations for the right to privacy and for the notion of privacy itself, take different 
shapes at different sites, also co-depending on: which other concepts they are worked 
out with in conjunction, by which actors, through which reference sources (like 
legislation, templates, methods, authoritative documents, tools), with regard to which 
information technologies, and to what kind of subject positions for users they give rise 
to.  

Secondly, we have wanted to learn several types of lessons with regard to the 
engineering models for privacy and personal data protection that we mapped. On the 
one hand these pertain to the limits we can observe in several of these modes of 
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articulation and to some contradictions among them. On the other hand, they relate to 
an understanding of alternative articulations for privacy that should be kept in mind 
before engaging with design practices. 

6.2 Privacy by Network  
 
In Section 2, we have  described the attempt of grouping under three distinct 
denominations: i.e. ‘privacy by architecture’; ‘privacy by policy’ and ‘privacy by 
interaction’ - the efforts aimed at engineering privacy and data protection into ICT 
technologies by means of regulatory concepts, namely: Privacy by Design  and Data 
Protection by Design and by Default. Each of these denominations, articulate privacy 
differently. ‘Privacy by architecture’ has a strong technological orientation that builds 
on the PET tradition. ‘Privacy by policy’ has an organizational orientation focused on the 
implementation of the rights of the user granted by data protection law. ‘Privacy by 
interaction’ has a social orientation aiming at technologically improving user’s agency in 
different settings.  
 
At the same time we have seen the challenges posed to privacy and personal data 
protection in design by the development of new ‘smart’, highly interconnected ICT 
infrastructures and associated concerns about interoperability. These come with an 
increasing need of linking together many sectors and actors around privacy design 
frameworks, through further networking and co-ordination efforts in multi-stakeholder 
and co-regulatory fora57, standardization platforms for achieving socio-technological 
interoperability, and public private partnerships on smart environments and cities58. A 
specific role is observed here for several networkers wearing different hats within and 
between influential organisations and institutions. As actors with hybrid affiliations, 
they position themselves between existing institutions, where they manage to set up 
new approaches or methodologies as ‘obligatory passage points’ (Callon 1986) 
presented as solutions to multiple sources of concern for public and private institutions, 
organisations and in different ‘domains’ (addressing the ‘law lag’ frame for regulators, 
building consumer trust for companies, favoring the making of the digital single market 
etc.). In this way they pull forces and resources from different domains and link them 
around the PbD, DPbD and DPIA notions. Through these networking efforts, different 
existing sites where privacy design is being dealt with are increasingly becoming 
connected. Within this setting privacy gradually acquires a transversal function as a 
stabilizing promise, structurally linked to other transversal concerns such as providing 
digital security and to infrastructural necessities for enhanced ICT interconnectedness 
and infrastructure. 
 
Here we can introduce the notion of “privacy by network”, and juxtapose it to the three 
above-mentioned designing “privacy by ...” conceptions. This notion does not so much 
describe an approach directly oriented at building privacy friendly ICT technologies, but 
rather highlights a certain predicament of the distributed and networked efforts to 
design privacy and data protection into ICT technologies. In this sense, ‘privacy by 
network’ is crucially linked to the notion of the network society, which fundamentally 
links networked ICT infrastructure to hybrid organizational (economic, regulatory) 
                                                        
57 Like those involved involved in developing the DPIA methodological framework and template for RFID and 
smart metering technologies (see § 2). 
58 See section 3.4 
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forms based on social networks (Castells 2010).59 Privacy here becomes a normative 
transversal. Its normativity is mobile, co-dependent on multiple variables. It has to be 
built along the smart ICT infrastructure of the networked society that increasingly 
consists of computing systems that are becoming more and more “ubiquitous”, 
“pervasive”, “interconnected”, “invisible”. It thus rides along with this technological roll-
out, its purposes, but is also co-driven by other transversal modules pertaining to 
security, concerns for interoperability and aiming at satisfying policy and market 
interests. On the other hand, it also crosscuts disciplines, sectors, policy areas that have 
gathered to co-produce responsible ICT innovation, thus coordinating and linking their 
efforts. This coinciding with the stabilisation of a techno-epistemic network in privacy 
design.  
 
This all adjoins another important tension that pertains to the issue of scalability. On 
the one hand we have arguments about the complexity of the technology (IoT, smart 
grids) and strong efforts in standardization as a response necessary for scaling up such 
efforts, making technologies interoperable within larger ICT network infrastructures. 
Within these exercises the margins for co-creation with  users are restrained. If on one 
hand users are involved for these innovation processes to gain their legitimacy and 
trust, users’ decisions lie within the limits of technical feasibility and functionalities the 
technology has to satisfy.  
 
On the other hand, in order to make ICT sustainable in a social sense, they need to be 
localized and contextualised. Interestingly there has been an argument drawn from IoT 
manifestos, that IoT can deliver the promise of localization. The question to pose is how 
this would occur. If IoT is first developed without social involvement due to complexity, 
but, once developed has the power of personalisation and contextualisation (akin to 
Google, Facebook), we see how difficult it is to incorporate value protection (privacy as 
add-on).  
 
Other actors take a different stance, maintaining that the very design of ICT systems as 
currently proposed by regulations and the market constrains the imaginaries about 
alternative systemic visions. They argue for the need to scale down technological 
development and offer viable ‘opt-out’ alternatives, ones that do not exclude, the 
individuals wishing to experience differently the growing integration of all types of 
technologies into their daily lives. They attribute to a data literate user the ability to 
understand complexity and be more in control and aware of major issues at stake 
concerning data flows. 
 

6.3 Missing Links 
 
This study allows identifying three important missing links in the techno-epistemic 
network just described.  
 
The first missing link corresponds to the need of clear statements concerning  
distributed ‘responsibility’ in the network. In the introduction we have pointed at an 

                                                        
59  A second source is Actor Network Theory (ANT), starting from the idea of socio-technical networks 
fundamentally linking human actors and non-humans like technologies in larger collectives (Callon 1986). 
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increasing delegation of part of the (privacy) governance of information technologies 
from the public to the private sector through a plethora of modes of self-regulation as 
mechanisms to ‘responsibilise’ the actor in control of the processing of personal data. 
Despite high expectations vis à vis the data controller, this responsabilisation process is 
not straightforward (See § 4.2). Under the legal viewpoint, there is an entity, the data 
controller, that can be brought to court and respond de jure in case of breaches. 
However, responsibility becomes de facto distributed and decentralised as part of it  is 
transfered to other sites (privacy engineering settings), scales (privacy engineering 
networks, standardisation bodies) and to other agencies/intermediaries (technology, 
standards, templates). We learn that what happens in these sites, scales and through 
these media is ‘discretionary’, dependent on ‘design cultures’ and the corresponding 
value systems; it must be necessary adjusted to engineering reasoning styles, means, 
language, or is integrated to consumer-vendor dynamics under the ‘ordering ratio’ of 
consumer trust.   
 
The second missing link corresponds to a disconnect between a regime of enunciation 
holding legal significance and a designed device. Throughout the article we have argued 
that the nature of rights changes in engineering processes. Design solutions and related 
expectations for the protection of fundamental rights and freedoms feature in high level 
legislative, policy documents and industry agendas, but what is found out at the 
operational level hardly meets the announced promises. As seen, decision-making about 
the protection of fundamental rights and freedoms in self-organisational and technical 
contexts is automatically subject to the constraints of such contexts and to the 
contingencies of the effects they need to produce. In the technological articulations of 
privacy we mapped, the concept is not necessarily looked at through the lenses of legal 
notions. The interpretation key for privacy is not its status as a fundamental right, but a 
variety of practical principles stemming from different engineering cultures in order to 
orient decisions about concrete features for the designed object. Translation of privacy 
into technology seems to be possible only in presence of these mediating concepts. At 
the moment of arriving at the designer table, privacy has thus escaped its connotation 
as a political and constitutional right. It has turned into a protection goal for design; a 
formal definition for technical specifications; a transversal concern; a matter of user 
trust for consumer-vendor relations. Thus, the term stays as main signifier but the 
attributed meanings vary depending on the organizational culture or the function it has 
to attain within a wider engineering goal. Discretionary design cultures must intervene 
at the point of this missing link. This charges the work of these engineering exercises 
with a heavy mandate because, as recognized by the GDPR, the damage originating from 
an infringement of fundamental rights and freedoms can be immaterial (see § 4.2). 
Ulrich Beck already observed: ‘The violation of our freedom does not hurt. We neither 
feel it, nor do we suffer a disease, a flood (...). Freedom dies without human beings being 
physically hurt (...) the freedom risk is the most fragile among the global risks we have 
experienced so far’. (Beck, 2013)  
 
The third missing link corresponds to the need of ‘extended legitimation’ of current 
technology-driven visions. We have encountered arguments both about technological 
and systemic complexity and about power asymmetry which could limit the extent of 
public involvement in technology design. At the same time this public participation is 
deemed necessary for legitimation, and is thus organized around consumer trust issues 
in technology and innovation processes. We have also seen the term ‘education’ 
recurring in the peers’ contributions, and bifurcating in two senses. First, education of 
organizations that are still beyond the curve with respect to privacy protection. Second, 
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education in the sense of data literacy, that not only means enhanced decision-making 
levels for self-improvement and autonomy of individuals, but also encouraging civil 
awareness about technology innovation processes and their societal meanings (see § 
5.2 and § 5.3). However, if, on one hand we assist to the encouragement and support of 
the “smart” agendas and emergence of consultancies, services and trainings for 
organizations on personal data protection, data-literacy does not appear as a priority of 
equal importance. A serious reflection on the double sense of data-literacy just 
described, is the pre-requisite to start building the missing link with those actors that 
are currently situated outside of the emerging techno-epistemic network and also 
outside of design spaces (see § 5.2). Data-literacy, thus arises as an important game-
changer in the involvement of users in matters of technology design, this requiring time 
and the opportunity to negotiate crucial concerns, which may re-constitute smart 
technology-driven visions.  
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