
1 
 

 

 

 

 

 

 

 

 

 

Deliverable: D16 
Title: Data Management Plan 
Work package: 1 
Due: 31.05.2017 
Submitted: 24.11.2017 
Author: Sissel Småland Aasheim (UiB), Kjetil Rommetveit 

(UiB), Antti Silvast (UEDIN), Alessia Tanas (VUB), 
Sara Degli Eposti (UOC), Kristrun Gunnarsdottir 
(SURREY), Maria Xenitidou 

Type: ORDP, Confidential 
 

 

 

 

  

 

 

 

 

 

 
 
 

This project has received funding from the European Union’s Horizon 2020 research and 
innovation programme under grant agreement No 732561.  
Work programme ICT-35-2016: “Information and Communication Technologies: 
Topic:Enabling responsible ICT-related research and innovation “   

 
 

Ref. Ares(2017)5752748 - 24/11/2017

http://ec.europa.eu/research/participants/data/ref/h2020/wp/2016_2017/main/h2020-wp1617-leit-ict_en.pdf
http://ec.europa.eu/research/participants/data/ref/h2020/wp/2016_2017/main/h2020-wp1617-leit-ict_en.pdf


2 
 

Table of Contents 
1.Introduction .......................................................................................................................................... 3 

2. Ethics considerations ........................................................................................................................... 3 

3. Procedures and criteria to identify and recruit research participants ................................................ 4 

4. CANDID Datasets ................................................................................................................................. 6 

4.1 Written feedback to module text & interviews ................................................................................ 6 

4.2  Meeting with extended peer communities and public innovation initiatives ................................. 7 

4.3 Database with approximately 90 European key actors ..................................................................... 8 

4.4. Online survey of views and perspectives of stakeholders about smart technology ................. Error! 
Bookmark not defined. 

5. Data sharing ......................................................................................................................................... 9 

6. Archiving and preservation (including storage and backup) ............................................................... 9 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



3 
 

1. Introduction 
The CANDID project is required to develop a Data Management Plan (DMP), and specify how data 
will be protected and stored and which data will be open-access. The aim of this deliverable is to 
address how CANDID project will accomplish with its responsibilities regarding research data quality, 
sharing and security. 

This Data Management Plan (DMP) includes relevant information about what types of data will be 
generated and collected, what standards will be used, how this data will be exploited and made 
accessible (if it is possible) for verification and re-use, and how this data will be curated and 
preserved.This deliverable has been prepared and supervised by UIB together with the partners in 
the consortium. 

First, this Data Management Plan (DMP) includes Ethical remarks, drawing from the CANDID Grant 
Agreement, and to be considered for data collection and personal data protection. 

Secondly, it provides a short, general outline of CANDID policy for data management, including which 
types of data will be generated by the project, which standards will be used, how these data will be 
exploited and made accessible for verification and re-use, and how these data will be curated and 
preserved. This information is organized for each dataset to be collected and managed throughout 
the CANDID project, as follows: 1) dataset reference and name, 2) dataset description, 3) standards 
and metadata, 4) data sharing, and 5) archiving and preservation (including storage and backup). 

This DMP has been developed according to H2020 guidelines, and also considering the two main 
official documents of the CANDID project: the Grant Agreement and the Consortium Agreement. 

2.  Ethics considerations 
According to CANDID Grant Agreement number 732561 (hereinafter referred to as “GA”), a cluster of 
relevant ethical considerations is provided in this Data Management Plan (hereinafter referred to as 
“DMP”) for all datasets. Article 34 of the GA is especially taken into account. 

Ethics self-assessment 

The CANDID Consortium (EU and non-EU partners) rigorously applies ethical standards and guidelines 
of the Horizon 2020 Work Programmes. The project is implemented considering fundamental ethical 
standards to ensure quality and excellence in the process of conducting research during the life of 
the project and beyond. CANDID is bound by scientific and ethical procedures defined by the EU’s 
Charter of Fundamental Rights and the UNESCO Universal Declaration of Human Rights. Expectations 
of ethical conduct by the partners in the CANDID Consortium, also take into account the ethical 
criteria described in the Respect Code of Practice  on  “Professional and ethical code for socio-
economic research in the information society”. 

The Horizon 2020 Work Programme specifies that Ethical research conduct implies the application of 
fundamental ethical principles and legislation to scientific research in all possible domains of 
research1. In order to integrate ethical considerations into the scientific research, the CANDID 
consortium has contracted an external ethics consultant to continuously check ethics requirements 
as the project evolves.   

Respecting national and international legislation on discrimination 

The CANDID Consortium respects national and international legislation on anti-discrimination, 
starting from the endorsement of the article 21 of the Charter of Fundamental Rights of the 
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European Union: “any discrimination based on any ground such as sex, race, coluor, ethnic or social 
origin, genetic features, language, religion or belief, political or any other opinion, membership of a 
national minority, property, birth, disability, age or sexual orientation shall be prohibited.”3 The 
CANDID Consortium agrees to comply with anti-discrimination legislation in their scientific work and 
in any of the management and innovation activities involved in the project (e.g. contracting, selecting 
participants, dissemination, seminars, etc.), as well as during the different phases involving 
interviews  and the dissemination activities. 

The study has been notified to the Data Protection Official for Research, NSD - Norwegian Centre for 
Research Data and data that can be publicly available will be stored in the Norwegian Centre for 
Research Data’s archive and made accessible for reuse and verification. 

3. Procedures and criteria to identify and recruit research participants 
Recruitment of research participants is an instrumental issue in research studies involving human 
subjects. The CANDID project guarantees that the procedures and criteria for doing so are: 

-Respectful: The procedures to recruit the sample are respectful towards the research participants. 
Potential participants will receive complete and appropriate information about the study and their 
own involvement.  

-Private and without pressures (no coercion): The CANDID consent forms will guarantee that 
participants are allowed to cancel their participation at any time. Besides this, the consortium will 
respect the individual’s reasonable expectations for privacy, ensuring anonymity and confidentiality 
with regard to the use of personal and other data. 

Personal data protection 

Along the CANDID project different stakeholders will be invited to share their knowledge and 
opinions. In order to get in contact with stakeholders personal information such as email addresses 
will be processed to enable the fulfillment of the project objective. Therefore, several measures will 
be undertaken in order to correctly protect the personal data of participants. No sensitive 
information such as stakeholders ethnicity, sexual preferences, political opinions or affiliations, 
medical information, or other socioeconomic information will be gathered and processed as part of 
the project. In addition to this, the collection of personal data will not involve the special categories 
of personal data included in article 8.1: Processing of special categories of personal data of  Directive 
95/46/EC of the European Parliament and of the Council of 24 October 19951 on the protection of 
individuals with regard to the processing of personal data and on the free movement of such data . 
Particular care will be taken to ensure the protection of personal data, not only in the collection 
phase, but also in the data storage, retention, analysis and destruction phase.. 

Regarding the protection of personal data of the research participants, the CANDID Consortium will 
meet the following conditions: 

- Follow and accomplish the national and EU legislation on the procedures that will be 
implemented for data collection, storage, protection, retention and destruction. 
                                                           
1 4 “Directive 95/46/EC of October 24, 1995 on the protection of individuals with regard to the 
processing of personal data and on the free movement of such data”, Chapter I, Article 1, Official 
Journal of the European Communities (November 23, 1995), No L. 281, p.3.  
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National legal frameworks of personal data collection 

CANDID is following article 8 of the Charter of Fundamental Rights of the European Union about the 
protection of personal data. The Data Protection Directive 95/46/EC establishes that all the “Member 
States” shall protect the fundamental rights and freedoms of natural persons and in particular their 
right to privacy with respect to the processing of personal data.4 The CANDID Consortium is 
considering the following criteria in order to handle the personal data collection: 

- Pseudonymisation of participant’s identity. All data related to the peers’ names and to other 
type of personal data, will be associated with pseudonyms or codes for scientific use in order to 
protect their integrity unless otherwise stated in the participants’ consent form. 

- Confidentiality. The CANDID Consortium is committed to collect personal data only for 
specified, explicit and legitimate purposes and to not further use those data in a way incompatible 
with those purposes, as well as to process those data fairly and lawfully. All data will be exclusively 
used to respond to the project aims, and will not be used for any other aims. In addition, participants 
will have access to their own data, and will be able to cancel their participation in the study at any 
time up until the end of the project, December 2017. 

Every partner organization will adhere to the corresponding national legal framework related to 
Personal Data Protection. 

Informed consent form and information sheet 

Participants who voluntary take part in the research will sign the consent and asset form, after being 
previously informed of the objectives, development and goals of the project, as well as of the use to 
be given to their personal data. Participants that take part in the research via telephone or Skype will 
not be able to sign the consent form but will be duly informed about the consent form and their 
rights as research participants. Information sheets and consent forms will be distributed to all study 
participants by all the researchers involved in consultation tasks, and will be where possible, be 
properly filled and signed by any involved participant. The distribution of consent forms will be 
accompanied by a full explanation of the overall goals of the CANDID project and the specific goals of 
the WP in which the consultation takes place. In cases where written consent is not possible (for 
instance because participants wish to remain anonymous) consent will be taken orally. Also, 
participants will be informed about the conditions of their participation, and of any potential 
shortcoming or benefit involved. Researchers will be responsible for distributing all the necessary 
information, so that participants are able to make informed decisions regarding their potential 
participation in the study.  

Following the European recommendations for Horizon 2020 projects, the informed consent form will 
include the following information: 

-Explanation of research aims and expected duration of the subject’s participation. 

-A statement declaring that participation is completely voluntary. 

-A statement declaring that participants wishing to withdraw from the research will be able to do so 
at any moment before the end of the project. 

-Information about who is organizing and funding the research. 

-A description of any benefits to the subject or to others, which may be reasonably expected from 
the research project, avoiding creating false expectations. 
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-A Statement describing the procedures adopted for ensuring data protection/confidentiality/privacy 
including duration of storage of personal data. 

-A reference to whom to contact for answering all the pertinent questions about the research and 
research participants rights. 

-An explanation of what will happen with the data at the end of the research period and if the data 
shared with any third party for further research. 

-Information about how the results of the research will be used.  

4. CANDID Datasets 

4.1 Written feedback to module text & interviews 
Written feedback will be collected in electronic format from all consenting participants in the 
extended peer-communications of the three modules (WP2-4), via email and email attachments, 
telephone and questionnaires.The data will be anonymised on the point of collection, by assigning 
numerical identifiers along with the date and time of the collection of each feedback. Each WP 
collects these feedback data on their respective module texts, and each WP leader is responsible for 
generating a separate file with names / affiliations of consenting participants linked to the numerical 
IDs of their contributions. These ‘participation’ files will be stored separately and securely with access 
only by the leaders of each WP, and discarded of at the end of the project. 

Interview data 

Interviews will be conducted with peers, and carried out using digital recorders. The WP 2-4 will 
conduct up to 20 interviews each. Transcriptions are carried out internally by WP researchers or by 
specialist transcription consultancies. 

All data is anonymized on point of collection unless those who provide written feedback or give 
interviews, explicitly state  that they wish to have their words quoted in their name. Recordings of 
interviews will be discarded once they are fully transcribed and anonymised. 

Standards and metadata     

These two types of datasets are qualitative (semi-structured or open-ended interviews and textual 
feedback), and will be processed and analysed thematically as well as discursively. Interview data 
may be generated in face-to-face contact, over the phone, Skype, etc., and should be recorded 
digitally to mp3 standard, if at all possible and consented to by interviewees.  Otherwise, the 
interviewer will take extensive notes during the interview and contribute the notes to the dataset.  
All data will be converted to simple text format for restricted local and remote access of Caqdas 
software (InVivo, Atlas ti or similar tools), and also for the most convenient and straightforward 
access to (conformed) data by module researchers who will create summaries periodically of key 
outcomes and trajectories the study is taking, to consult in preparing articles and reports and so on. 

WP2 will seek feed-back on perspectives of stakeholders about recent developments in user and 
design configurations of smart energy and smart health technologies. WP 3 will seek feed-back on 
perspectives of stakeholders in Data Protection Legislation related to regulation of smart energy and 
smart health technologies. WP 4 will seek feed-back on perspectives of stakeholders of sensing 
infrastructures. Data collection will happen via email or telephone. Researchers involved will receive 
all written contributions in his/hers  email client. Responsible researcher will adopt a two-fold 
storage approach towards the data collected. Data will be stored in secure local hardware facilities 
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accessible solely by partner  and in Cloud services shared with the rest of the Consortium Partners or 
accessible for secondary use (the Coordinator’s repository).  
More specifically:  

1) Data to be stored in local facilities will be data received by respondents prior to pseudonymisation 
.Pseudonymisation keys will also be stored in secure local hardware facilities as well as the contact 
details of peer reviewers/interviewees.  

2) Data to be stored in Cloud Services or in coordinator repository: all the pseudonymised and non 
personal data. 

Written feed-back will be collected by means of answer forms in word files. When project ends, all 
the answer forms will be pseudonymised and uploaded in the project common Cloud Service and in 
the coordinators repository. The file(s) with identification keys will be deleted. 

Metadata 

Both interview and feedback data are tagged with numerical identifiers and basic information about 
the scholarly, expert, professional backgrounds of the participants.  

For purposes, internal to the project and to support the data analsysis, metadata will be generated 
that includes details on the analytic methodology, procedural information, summaries of 
vocabularies, and any assumptions made that fall under one or more thematic areas of interest to 
the researchers.      

4.2  Meeting with extended peer communities and public innovation initiatives 
Each partner involved will carry out 3 in-depth case studies (one by each CANDID module: M1 – User 
and design configuration; M2 –Risks, Rights and Engineering; M3 – Sensing infrastructures). For each 
case study, partners involved will carry out up to 2 interviews. At the end of these cases studies, 1 
focus group will be developed, in which the main findings regarding the major assumptions, drivers, 
barriers identified during the case studies will be discussed. The workshop will be conducted with 
participants that have already been interviewed in the first consultation round 

Standards and metadata  

This  dataset will consist of: 
-Transcript of 12 interviews (pdf) (2 interviews x 6 case studies) 
-Transcript of 1 workshop (pdf)  

The workshop will be conducted with participants that have already been interviewed in the first 
consultation round.The interviews must be carried out between May 2017 and August 2017.The 
workshop must be carried out between September and November 2017. 

All interviews will be pseudonymised and anonymized and uploaded in the Project common Cloud 
Service and/or Repository. Their name will include a “number” and a cluster, i.e. “01 – actor having 
insight on policy choices”.  They will be placed in a folder named “CANDID GrantNumb xxx- 
Interviews M2M1 – lead VUBUoE”. The folder will also include:   

a)an xls file listing the organisations/clusters that contributed to the interview (respecting type of 
consent received). No personal data will be reported in the list and appear in the files unless consent 
forms allow for this.    

b)A file that will contextualize the purposes, contents and means of the interview.  
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Date of creation for each file will appear in its “file properties” (click “file/properties” top left of file). 
The folder will be accessible to secondary users for re-use via the Coordinator repository. The 
metadata will consist of a document / guide to each study, including details on the methodology 
used, analytical and procedural information, any assumptions made, and the format and file type of 
the data.  

Data sharing  
This dataset will have restricted access. Each partner will store this qualitative data in local storage 
facilities of their institutional repository and will have ownership for exploitation of this data. Sharing 
data between partners will take place as pseudonymised and anonymized, and metadata will only be 
shared orally.  

Archiving and preservation (including storage and backup)  

Data will be preserved indefinitely and there is not expected cost associated to its preservation. The  
approximate  total  volume  of  this  dataset  is  25MB  by partner. 

4.3 Database with approximately 90 European key actors  
Data set description:a dataset with approximately 90 European key actors in the field of smart 
technologies undertaken. 

Each partner involved will identify 90 key actors (30 for each CANDID policy arena: User and design 
Configurations, Risks Rights and Engineering and Sensing Infrastructures). This dataset will provide an 
overview of technology developers, innovators, entrepreneurs, users, decision makers as agencies 
and institutions working on smart technology in Europe. A special focus will be put on how to 
articulate the distribution of roles and tasks between public, private sector, as a way to find ways to  
articulate assumptions .In this regard, this dataset will consist of: 

Standards and metadata 
The database will be elaborated between February 2017 and April 2017 . 

The data set will consist of: 
3 documents (Excel) with the list of 30 key actors each, . 

For each one, the database will collect: 
(i) Real Name and surname 
(ii) Organization / Institution 
(iii) Contact address 
(iv) Evidences of her/his involvement with smart technology 

No relevant metadata will be collected for this dataset. 

Data sharing  
To protect the Personal data of participants, this data set will not be made open access at any 
moment, and will be restricted to the partners of the CANDID project. The files can be shared 
between partners via encrypted files 

Archiving and preservation (including storage and backup) 

This dataset will be stored in the institutional repositories of the WP Leaders protected by password. 
Data will be preserved until the end of the project and destructed by January 2018. 
The approximate total volume of this dataset is 5MB 
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5. Data sharing  
The dataset described in paragraph 2 is in fact a total of three anonymised datasets, one for each 
module (WP2-4) stored locally on the institutional facilities of respective module leaders and one 
copy of all data from these three sites. The module-related data, data summaries and metadata will 
be shared across the partner sites as necessary for comparison and complementary purposes during 
the analysis and integration of findings. For these purposes, data can be transmitted through 
encrypted file transfer connections between sites upon request from partners.  Further to that, 
SURREY will require a full copy of all anonymised feedback and interview data from the three 
modules, besides managing a set of interview data produced locally according to the dataset 
description above. This access is required for detailed discursive analysis done at Surrey, on a 
completely undisturbed data archive.   

At the end of the project, the full set of anonymised raw data will be prepared and processed for 
open-access sharing, re-use and analysis, given the submission of these data is accepted at the 
respective national archive for such purposes. It is the responsibility of the coordinator to make sure 
that a complete aggregate is created for this purpose. The dataset will have a Creative Commons 
License. 

6. Archiving and preservation (including storage and backup)  
The CANDID consortium does not expect the full archive of data to exceed 1 GB, including a 
collection of public promotional multi-media data objects used in communications with participants.  
Protocols for accessing a secure institutional data storage may vary between the partner institutions 
but all sites have access in one form or other to designated secure data disk storage which is bound 
by institutional regulation on access and data transmission (encryption, transfer protocols, etc.). The 
institutional facilities are also backed up at least once every 24 hours so that any lost data may be 
retrieved. Data will be preserved at each site according to the respective institutional requirements.   
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