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Introduction 
 
This deliverable contains the first communication package aimed at the CANDID 'extended peer 
review community' (Funtowicz and Ravetz 1993). Its aim is to carry out an extended dialogue 
between SSH and ICT - LEIT communities that can provide multi-directional checks on 
assumptions operative in main ICT -LEIT agendas. That is, CANDID being an SSH project, it 
proposes that SSH scholars possess certain key insights and qualifications that could be used to 
question, critique, articulate and improve on, themes, topics and beliefs whose validity is taken 
for granted within the ICT - LEIT fields. As the project is intended to function within the ICT 
programme, it also provides the opportunity for ICT- LEIT practitioners to answer back to SSH 
scholars, thus providing a mutual check.  
 
Such 'checks on assumptions' especially address the public role of 'smart' technologies, and is 
concentrated around three thematic areas, or modules as described in DOA: user configurations, 
risks, rights and engineering, and sensing infrastructures. The dialogue with peer reviewers will 
be followed up and supported by discourse analytical work, describing and analysing the ways 
in which a discourse on 'smart' becomes embedded within and across the three thematic 
modules. The purpose of such critical dialogue is to arrive at fuller and more comprehensive 
understandings of the problems underlying and informing main policy programmes and 
agendas, hopefully also to contribute to better public policies and innovation practices.  
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Module 2: Peer Communications on Risks, Rights and 

Engineering 

In line with the Description of Actions document (DoA), and in parallel with the tasks 
undertaken in other project’s Modules, the focus of the activities for Module 2 (M2) over the 
past 6 months has mainly coincided with the planning and operationalization of a peer review 
exercise. Since the planning phase of the peer review, the CANDID consortium has discussed on 
a regular basis how to best engage with peers about the core research topics in the Module.  
 
M2 research topics are based upon findings about the implementation of two processes that 
have been introduced in EU legislation by the recently adopted European General Data 
Protection Regulation (GDPR)1.  
 
These are:  

 Data Protection Impact Assessments and  
 Data Protection by Design and by Default 

They are included, respectively, in articles 25 and 35 of the GDPR.   
 
A main role in legislation for these two processes is that of serving as “instruments” that 
organisations which process personal data can deploy in order to identify safeguards to 
potential infringements of the right to personal data protection and other fundamental rights 
and freedoms. 

1 - The consultation method and means 
The Candid Consortium agreed on a consultation method that would trigger open reactions 
from peers by means of a “communication” document, hereafter: “M2Comm”, which is reported 
in Annex II of this report.  
 
The drafting phase of M2Comm, developed in dialogue with partners, led to a final document 
that consists of two sections:  
 

 Section 1 exposes research insights mainly developed in the context of previous 
academic collaborations among consortium members.  

 Section 2 presents three illustrative “case studies” that elaborate the research insights.   
 
The document also contains a set of 20 questions related to the reseach insights and the 
illustrative cases.  

1.1 - Main areas of inquiry  

Main areas of inquiry in M2Comm concern the following aspects:   
 Actual operationalization of Data Protection Impact Assessments  and  Data Protection 

by Design and by Default and relations to the  ways  in  which the legal method typically 
operates, for instance, in the interpretation of notions such as rights and legal 
safeguards.  

 The disciplines involved in the development of the said processes. Several disciplines 
take part in these assessments and design exercises. This raises questions linked to  
multidisciplinarity  aspects,  namely:   

o the  ways  in  which  the  working  methods  of  the  professionals  and  actors  
taking  part  in  the two processes  converge or differ and  

                                                        
1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the 
protection of natural persons with regard to the processing of personal data and on the free movement of 
such data, and repealing Directive 95/46/EC (General Data Protection Regulation).  
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o how potentially emerging difficulties in the reconciliation of these working 
methods are overcome;  

 the  views and knowledge of concerned  publics  and  rights  holders  on  the ways   their  
rights are constituted before, during and after the above mentioned assessment and 
design processes are conducted by data processors.  

 
Graph 1: main areas of inquiry in M2Comm 
 

 

2. Peer Community 

 
In parallel with the drafting phase of M2Comm, Module 2 leader VUB has searched for possible 
names and profiles of peers who could be invited to participate in the review.  
 
A first criterion for identifying and selecting the peers was that of looking at their everyday 
experience in dealing with issues related to M2 areas of inquiry in various ways and settings. A 
second criterion was that of paying attention to the type of knowledge they could bring to the 
project, depending on their personal experience.  
 
M2 has identified peers in four main fields: 1) research (meaning research undertaken in both 
universities and R&D centres of big corporations), 2) activism, 3) business and 4) regulation.  

 
 

Individuals adhering to  
1) movements: “savvy users” or “do it yourself” and engaged in engineering practices 
2) peer to peer platforms of exchange and digital commons  
3) civil rights associations   
4) consumers’ organisations or NGOs  
5) so called “ethical” hackers.  
 

 
 

Individuals dealing with personal data protection related matters in: 
1) private companies or utilities, in the following sectors: energy metering, energy 
distribution, insurance, internet providers.  
2)  consultancies, both large firms and small-medium sized ones, and whose main 
professional focus is related to the operationalization of Data protection and Privacy 
Impact Assessments for clients and Data Protection by Design and by Default.  
3) standardisation processes concerning personal data protection or privacy and 
security topics, and/or public initiatives promoted by national governments and/or at 
the EU level.  
 

 

Individuals dealing with personal data protection-related matters on behalf of public 
institutions at both national and EU levels: European Commission’s DGs, the EDPS, and 
a few national Data Protection Authorities .  
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The consortium identified 75 names corresponding to peers with relevant practical experience. 
Especially when identifying peers from the research sector, the project selected those who had 
proven experience in applied research and multidisciplinary cooperation in digital 
environments. 75 peers have thus received an invitation to participate in the review by 
contributing, either in written or oral form, to M2Comm. The geographic factor (country where 
the peer works) was not a decisive selection criterion. Invitations were sent to individuals who 
were considered knowleageable independently of their provenance. 

2.1 - Distribution of invitations  

Table 1 in Annex I of this document shows the distribution of the invitations sent. As described 
above, the research field proved to be a reservoir of a wide range of specific disciplines that are 
relevant to M2 areas of inquiry, ranging, for instance, from specific types of knowledge within 
engineering and technical fields to legal knowledge; from knowledge about multidisciplinary-
related aspects to studies about risk management, etc... For this reason, this field is the one 
where the majority of peers have been identified. The situation is necessarily different in the 
fields of activism and regulation where less peers were identified.  As to the business field, peers 
were contacted because of their participation in public initiatives or because their core business 
is centred on topics of significance to M2.   

2.2 - The written invitations 
In March 2017, Module 2 leader VUB sent out invitations to the 75 peers identified. The 

invitations were sent in the form of an email that a) introduced the project, b) briefly described 

the connections seen between the project and the peer experience and 3) kindly requested 

recipients to send a contribution, when interested and feasible, by a certain deadline.  

The email included 4 annexes:  

 a one-page introduction on the Project (same for all modules) 

 the M2 Comm document (Annex II a) in this document)  

 the answers form (Annex II b) of this document)  

 the consent form (same for all modules) 

2.3 - Numerical Details of Invitations and Responses 

 
Among the 75 invitations sent, a total of 56 individuals responded by expressing their interest 
in the project or explicitly letting us know they were unable to participate in the peer review. 
Thus, the project has entered into direct contact with the large majority, 75% of the peers 
identified, as shown in table 2 in Annex I of this document.  
 
All in all, Module 2 received 31 promises of contribution, which amounts to 41% of the peers 
contacted. Of these promises, Module 2 has so far received a total of 15 contributions and is 
expecting another 6 in oral form for which a date has already been fixed. This amonts to a total 
of 28% out of  the invites sent.  

 

Individuals researching:  
1) engineering practices – computer science and users, meaning users’ experience, 
value -sensitive design, human-computer interaction, fairness in machine learning, etc. 
2) multidisciplinarity in technology development projects inquiring on the balancing 
of multiple values in ICT design   
3) legal method and human rights in ICT technology (this category of peers also 
includes law practitioners engaged in research)   
4) impact assessment and risk management in areas other than fundamental rights. 
individuals were identified in research institutions and centres of either a public or 
private nature (affiliation and/or funds for research), meaning: universities and 
companies’ research centres.  
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In project months 7 and 8, Module 2 will try to engage with peers that have expressed interest 
in the project but have also declared they were unable to contribute by end of June. An 
important element is that although the Module pays attention to the number of peers that it will 
attract to the project, quantitative data are considered to be of less importance than the quality 
of the responses and a balanced distribution of contributions across the mapped fields of 
experience.  
 

3. Contributions Received and Scheduled 
 
Out of the 15 contributions that M2 has gathered until now:  
 

 
 

2 come from the field of activism: more specifically:   
 1 contribution from a civil rights and consumers’ rights association that has 

had a leading role in the protests against mandatory roll-out of smart meters 
out of privacy concerns in the Netherlands in 2009, and that commented on 
current trends in the EU Regulation for the protection of the right to personal 
data protection and other fundamental rights.  

 1 contribution from the perspective of a movement of so-called “savvy” users 
that gave insights on drivers for “do it yourself” engineering initiatives and 
user-centric platforms that shift the current “burden” of personal data control 
from organisations to users.  

 

 
 

4 contributions come from the business sector:  
 from a peer responsible for privacy and personal data protection matters in an 

energy utility, and active in public initiatives. 
 from a peer providing advice on privacy and personal data protection by 

design matters on behalf of a consultancy, and also active in public initiatives. 
 from a peer responsible for certification in the EU on behalf of a company that 

provides services on privacy and personal data protection compliance and 
privacy impact assessments.  

 from a peer active in the consultancy field and in institutional settings where 
ideas on data protection by design and by default have developed over time. 

Several among these peers were able to give insights on standardisation processes of 
significance to M2 topics. 
 

 

1 contribution from a peer that has a role in a national Data Protection Autority and in 
EU initiatives related to several M2 areas of inquiry.  
 
 

 

8 contributions have been received from the research field, namely:  
 from the domain of legal studies, more precisely human rights law, practice 

and method also in relation to new technologies. This peer also researches on 
the relationship between law and ethics.  

 from the domain of legal studies on personal data protection in ICT 
environments. This peer researches the implications of machine learning for 
fundamental rights.  

 from the domain of legal studies with specialization on regulation “by” and “of” 
technology and at the intersection between law, technology and society 
studies.  

 from the domain of media and communication studies applied to digital media 
use and innovation with a focus on privacy in social and ubiquitous media, 
users’ experience and empowerment.  
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 from the domain of media and communication studies with a specific focus on 
privacy, trust, risk and end-user development in the area of Internet-of-Things 
communication. The peer has been developing research for the private 
telecommunication sector on the implementation of end-user development 
tools. In this context the peer has also developed research methods for the 
interdisciplinary work of engineers, social scientists and designers in R&I 
environments. 

 from the domain of governance and politics studies, specifically on 
participation in policy-making with a focus on dialogue between science and 
society and among disciplines for improved policy making. 

 from the domain of information sciences, sociology and communication 
applied to business IT studies, with a specific focus on human-computer 
interaction and with an interest in privacy. This peer also researches 
interpersonal relations in socio-technical practices. 

 from the domain of computer sciences with a focus on distributed systems, 
statistics and machine learning for improved data management and 
transparency. This peer does research on the concrete build up of tools that 
reveal how personal data is being used for increased web transparency and  
balance of benefits with risks in big data. 

 
Module 2 expects a further 6 contributions to M2Comm from peers who have expressed interest 
in sending them.  This interest has been expressed from peers active in the fields of:  

 Regulation: 2 (both from a Data Protection Authority perspective) 
 Research: 3 (1 value-sensitive engineering, 1 multidisciplinarity in projects for 

technology development, 1 computer science).   
 Activism: 1 (“savvy” user)  

 
Finally, of the contributions received, 5 were sent by women and 10 from men. Of the 6 
expected, 4 are from women and 2 from men. As to the geographic distribution: 5 were received 
from peers based in the Netherlands, 4 from Belgium, 2 from the UK, 1 from: Denmark, France, 
Italy, Sweden, the United States. Of the contribution scheduled, 2 will come from Countries that 
are still not represented, namely: Germany and Switzerland.  

4 - Challenges and Opportunities encountered during the Peer Review   

4.1 - Low rate of reactions in first month of review and ensuing adaptations of 
engagement strategy 

The initial period of the peer review was marked by a low rate of reactions to the invitations. 

After the first set of 75 invitations had been sent, VUB conducted a first round of phone calls. In 

cases when VUB was unable to directly speak with the peer, the communication reverted to 

written form by means of brief messages via email or social media.  

In order to overcome the low rate of adherence of the first month, the Project tried to further 

adapt the engagement strategy to the necessities of the peers. The consortium decided to give 

the possibility to peers to contribute either in written or oral form (rather than written only). 

This triggered a few more positive reactions.  

In addition to this, partner VUB further tailored the invitations and carried out a more in depth 

research on recent and past work of the peers contacted. This allowed to refine communication 

on more specific reasons why their work was considered important for the project and to 

prepare for the oral contribution.  

This twofold adaptation was fruitful. Peers started to react more rapidly to M2 invites.  
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4.2 - Opportunities in adaptations  
Studying materials previously produced by the peers was beneficial in multiple senses. First of 

all it allowed VUB to learn lessons from the various fields of experience mapped (so, fields other 

than academia and legal and regulatory studies, where the VUB partner’s expertise relies). 

Secondly, this turned into a more effective communication with the peers. The ensuing 

exchanges were marked by fruitful “immediateness”.  

 5 - Way Forward  
 
The peer communication for M2 will proceed through the following stages and methodologies: 
 

 M2 specific => Project months 7- 8: interviews with selected persons. These will be 
conducted by Skype. They will be centred on M2 areas of inquiry with M2Comm still 
playing a role of fundamental background for the talks. The interviews may involve 
individuals who have already contributed to M2Comm and also individuals who have 
not contributed as yet and who come from fields of experience and knowledge domains 
that may at the moment still be underrepresented in the CANDID peer community.  
 

 Project - wide => Project month 9: Meeting of the consortium as a whole with 16 
representatives from 4 groups included in peer and public communications (SSH and 
ICT representatives, public innovation initiatives, interest or activist groups) for a full 
day's workshop. 

 
 Project - wide => Project month 12: Final conference: open call conference in which the 

consortium introduces the CANDID results, disseminates preprints of scientific articles 
and shorter briefs, and showcases the online communications of the project. 
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ANNEX I – VISUAL REPRESENTATIONS OF 

INVITATIONS / RESPONSES 
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Table 1 - M2 peer review: distribution of the invitations sent in order to gather views 
about main areas of inquiry in M2Comm (see paragraph 2.1 above) 
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Table 2 - Peers who have entered into communication with the project by responding to 
the invitation (see paragraph 2.3 above) 
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a) M2COMM: DOCUMENT FOR PEER REVIEW 

 

  



 

CANDID MODULE 2 - RISKS, RIGHTS AND 
ENGINEERING   
PEER REVIEW (MARCH 2017) – MAIN DOCUMENT 

 

Progress in the field of ICT technologies generally defined as “smart” raises questions 

about how fundamental rights and freedoms, such as the rights to privacy and personal 

data protection, can best be safeguarded in digital environments. In Europe, the 

protection of these rights has been enshrined in many pieces of legislation, in 

international declarations, and in Court cases by, for example, the European Court of 

Human Rights, as well as by the political and legal institutions of individual countries. 

Further to this, the EU has undertaken a systematic move towards the protection of 

these rights through the adoption of the EU General Data Protection Regulation (EU 

GDPR)2 and the proposed revision of the EU Directive on privacy in the electronic 

communications  sector (e-Privacy Directive)3. 
 

This document focuses on two procedures introduced by the EU General Data 

Protection Regulation (EU GDPR): Data Protection Impact Assessments (DPIAs) 

and Data Protection by Design and by Default (DPbD).  

The researchers in Social Sciences and Humanities involved in CANDID have developed 

insights on these procedures and wish to exchange views with a community of peers 

who have interest or direct expertise in their operationalization.  

Your invited contribution  

 

The following sections of this paper provide an overview of the topics and illustrative 

cases for which your contribution is requested.  

Section 1 – articulates what we perceive as being open questions associated with Data 

Protection Impact Assessments and Data Protection by Design and by Default 

procedures.  

Section 2 - exposes a set of illustrative cases.   

We do not wish to constrain your contribution by giving many guidelines.  

 This document includes questions for you and we kindly invite you to answer them. 

Questions appear in grey boxes. However, please feel free to also comment upon 

related topics that we may have omitted. Your comments might provide 

important new avenues for our research and practical engagement. You are also 

welcome to comment upon and challenge all the contents of  this document.  

 Enclosed in this paper is an Answer Form for your convenience. 

 
 
                                                        
2 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL%3A2016%3A119%3ATOC  
3 https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation  

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ%3AL%3A2016%3A119%3ATOC
https://ec.europa.eu/digital-single-market/en/proposal-eprivacy-regulation


LEGEND:  
                  question for all peers:   

                           question for peers that have insights on policy choices:  
                      question for peers that have insights on actual development of: DPIAs   DPbD 
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SECTION 1 – RESEARCH INSIGHTS  
 

This section elaborates upon research insights and includes questions for you with the 

aim to initiate a dialogue concerning the operalisation of Data Protection Impact 

Assessments (DPIAs) and of Data Protection by Design and by Default (DPbD) 

procedures. The questions concern the following aspects:  

 the disciplines involved in the development of DPIAs and DPbD processes 

and related multidisciplinarity aspects, namely: the ways in which the 

working methods of the professionals and actors taking part in such processes 

converge and differ; 

 how DPIAs and DPbD relate to the ways in which law operates and to 

notions such as rights and legal protections;  

 the views of concerned publics and rights holders on what constitutes their 

rights. 
 

The following paragraphs provide some background information on the EU General 

Data Protection Regulation, its provisions related to DPIAs and DPbD and elaborate 

upon the three aspects mentioned above. They include links to illustrative cases and 

examples that are presented in Section 2.  

                        

1.1 – Two procedures for the protection of personal data 
The EU General Data Protection Regulation (GDPR) has a distinctive nature. It aims at 
protecting fundamental rights and freedoms of individuals in contexts of technological 
development as well as at attaining policy objectives linked to the digital economy4. It 
therefore also promotes the free movement of personal data within the EU internal 
market5. Against this background, the Regulation introduces two main procedures in 
order to protect personal data: 
 

a) Data Protection Impact Assessments (DPIAs) 
The first, Data Protection Impact Assessments (DPIAs) consist in the implementation 
by the operators and authorities that collect and use personal data, of assessment 
procedures concerning possible risks to rights by the operators and authorities that 
collect and use personal data. Article 35 of the Regulation requires that such procedures 
are initiated each time that the processing (collection, use, etc…) of personal data, in 
particular by means of new technologies, is likely to result in a high risk to the rights 
and freedoms of individuals.  
 

b) Data Protection by Design and by Default (DPbD) 
The second consists in indentifying ways of engineering and integrating safeguards to 

personal data into the technology and its settings, by means of a procedure named 

Data Protection by Design and by Default (DPbD). This procedure is introduced by 

article 25 of the Regulation.  

                                                        
4 Recitals 7 and 13 of GDPR.  
5 https://ec.europa.eu/digital-single-market/en/building-european-data-economy  

https://ec.europa.eu/digital-single-market/en/building-european-data-economy


LEGEND:  
                  question for all peers:   

                           question for peers that have insights on policy choices:  
                      question for peers that have insights on actual development of: DPIAs   DPbD 
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1.2 - Remarks on Data Protection Impact Assessments  

The notion of risk in Data Protection Impact Assessments 

The ways Data Protection Impact Assessments (DPIAs) are being operationalised in 

Europe and elsewhere typically require that salient risks to rights are identified at the 

earliest possible stages in the development of new technologies. They also require the 

identification of measures whose deployment prevents potential infringements to 

privacy and other fundamental rights.  

Likewise, the legal provisons for DPIAs introduced by the EU General Data Protection 

Regulation introduce a risk-based approach that should ultimately lead to the 

protection of rights. Furthermore, over the past years, the European Commission has 

supported the consolidation of two methodologies for the assessment of privacy and 

personal data protection that also include risks-to-rights type of evaluations. These are 

the DPIA Framework for RFID Technologies6, and the DPIA Template for Smart Grids7. 

In addition to the identification of risks to rights, these methodologies also require a 

relative quantification of these risks (see illustrative case 2.a in Section 2). 

a) Expert definitions of risk in technology assessments 

A number of social studies warn that technology assessments that predominantly centre 

on the notion of risks have limited ability to accomodate salient public concerns8. This is 

because, depending on the protective scope of the assessment, the notions of risk 

elaborated by the experts participating in the evaluation process have sometimes 

proved to be too narrowly defined9. It seems crucial to pay attention to lessons learned 

from the above, in order to avoid the shortcomings that have already been observed in 

other fields of technology assessment10.  This brings about significant considerations on 

how risks are identified in sites of assessments concerning fundamental rights and 

freedoms.  It is in-fact also notoriously difficult to define the contents of fundamental 

rights despite the fact that their scope of protection is described in texts having legal 

validity (see illustrative case 2.a in Section 2).  

A similar issue for the definition of risk applies to their association with trans-individual 

values of privacy (e.g., their effect on social groups and categories of people), that are 

also affected by smart and surveillance technologies, even though there is some 

literature that considers these values, their rationales and implications, and their 

potential consequences for extending the reach of DPIAs in order to encompass a wider 

frame for the assessment of impact11. 

                                                        
6 http://cordis.europa.eu/fp7/ict/enet/documents/rfid-pia-framework-final.pdf  
7 http://ec.europa.eu/energy/en/content/dpia-template-smart-grid-and-smart-metering-systems  
8 E.g., Wynne, 2002 
9 Ibidem. 
10 Gellert, 2014 
11 Wright and Raab, 2014 

http://cordis.europa.eu/fp7/ict/enet/documents/rfid-pia-framework-final.pdf
http://ec.europa.eu/energy/en/content/dpia-template-smart-grid-and-smart-metering-systems


LEGEND:  
                  question for all peers:   

                           question for peers that have insights on policy choices:  
                      question for peers that have insights on actual development of: DPIAs   DPbD 
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? 
1) How do you / would you evaluate what is a) a risk to a right; b) 

an appropriate risk mitigation measure and c) which levels of prevention for 

rights infringement are sufficient or insufficient in the context of a DPIA?   

b) The view of right-holders in Data Protection Impact Assessments 

The issue of who takes part in these procedures is also important. In order to prevent a 

situation where the definition of risks is narrowly defined, Data Protection Impact 

Assessments should include the views of key actors such as, for instance, activists and 

individual rights holders. It seems important to avoid that input from such actors is 

displaced by arguments that the risks have already been dealt with by specialist risk 

assessors. This is because the individual rights holders may have their own specific 

views on what constitutes their own rights (see illustrative cases 1 and 2.b, Section 2). 

c) Disciplines involved in Data Protection Impact Assessments  

A related aspect is how to favour collaboration between risk managers and other 

practitioners, for instance human rights lawyers, ethicists, social scientists, etc. This is 

essential to broadening the scope of the definitions that make the object of the 

evaluation process (risks, rights, protections), and requires efforts in terms of aligning 

what sometimes are very different working methods and vocabularies in the disciplines 

to which the various practitionners belong. (see illustrative case 2.a in Section 2). 

? 
2) Which actors and disciplines should take part in DPIAs? 

3) Should DPIAs involve concerned publics and rights holders? If so, when?  

4) What are typical problems in DPIA procedures? How do you solve them?  
5) What happens when conflicts among ways of evaluating rights and rights’ 

protections emerge during DPIAs implementation? What/who helps in 

overcoming  such situations?  
 

  



LEGEND:  
                  question for all peers:   

                           question for peers that have insights on policy choices:  
                      question for peers that have insights on actual development of: DPIAs   DPbD 
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1.3 - Remarks on Data Protection by Design and by Default 
 

a) Engineering and Design procedures for rights and legal safeguards  

Data Protection by Design and by Default (DPbD) processes are described by the EU 
General Data Protection Regulation in broad terms. They can be seen as processes that 
integrate and encode privacy and personal data protection safeguards in technological 
settings by means of specific measures, technologies or techniques12. Integrating 
safeguards into technology and its settings, entails translating the meanings of those 
safeguards into informatics or design. Thus, the nature of these translation processes 
seems very important.  

? 
6) How can ICT technology be designed to protect rights against threats?  

7) Does this happen by means of specific technologies or techniques? If so, which 

ones?   
8) Is it possible to ensure transparency and contestability in “by-design and by 

default” procedures? If so, how?  

9) What are typical problems in DPbD procedures? How do you solve them?  

 

b) Designs of Personal Data Protection and Users 

Some studies of science and technology have addressed the issue of involving publics in 

design processes where their values are interpreted13 . The way in which users attribute 

meaning to their rights seems worthwhile exploring also in rights-engineering contexts 

(see illustrative case 1 in Section 2). An example of users directly articulating values 

into technology comes from the Quantified-Self movement (QS), an international 

network of users who collaborate in the development of technological models allowing 

for self-tracking14. In some cases, these models integrate safeguards for privacy and 

personal data protection by design in ways that provide direct users’ responses to 

perceived data privacy threats (see illustrative case 3 in Section 2). 

It is interesting to notice that some market operators are backing the design of 
technological models that shift the burden of the protection of personal data rights from 
organisations to users. This is the case, for instance, of proposals for “data-sharing 
platforms” by means of which users can manage their data exchanges with service 
providers, institutions etc…15. An associated benefit for businesses is that they get to 
access a higher quality of user data16.  

                                                        
12 Eg. ENISA (2014); Hildebrandt (2013) 
13 Wynne, 2003 
14 http://quantifiedself.com 
15 An example of this technological modelling is the one developped by the start-up digi.me: 
https://techcrunch.com/2016/06/30/digi-me-bags-6-1m-to-put-users-in-the-driving-seat-for-sharing-
personal-data/ 
16 https://blog.digi.me/2016/06/30/digi-me-raises-4-2m-6-1m-in-series-a-funding-round/ 

https://techcrunch.com/2016/06/30/digi-me-bags-6-1m-to-put-users-in-the-driving-seat-for-sharing-personal-data/
https://techcrunch.com/2016/06/30/digi-me-bags-6-1m-to-put-users-in-the-driving-seat-for-sharing-personal-data/
https://blog.digi.me/2016/06/30/digi-me-raises-4-2m-6-1m-in-series-a-funding-round/
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? 

10) Should DPbD procedures involve concerned publics and rights holders? If 

so, when?  
 11) Do you see benefits or disadvantages in initiatives that bring the burden of 

adopting personal data and privacy by design safeguards from organisations to 

rights-holders? If so, which ones?  

 

c) Disciplines involved in Data Protection by Design and by Default  

Some questions arise about potential disciplinary constraints in DPbD. The fields of 
expertise involved in DPbD are likely to stretch from law to informatics, ICT 
engineering, social sciences, human-computer interaction, etc. Depending on the 
practice to which a practitioner belongs, the set of rationales, responsibilities and 
challenges will vary. Thus, potential knowledge discrepancies, differences in approaches 
and of opinion among practices may emerge.  

? 
12) Which actors and disciplines should take part in DPbD?  
13) What happens when conflicts among interpretations of rights emerge or 

when multiple values need to be reflected in the technology system? What/who 

helps overcoming  such situation?  
 

? 
14) Relations between DPIAs and DPbD - To what extent are DPIAs and DPbD 
practices related? Does the one feed into the other? If so, what are typical 
necessities in activities aimed at aligning the two processes?  
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1.4 - General remarks  
 

a) Observing a shift away from traditional legal confines  

The introduction in legislation of the Data Protection Impact Assessments (DPIAs) and 

Data Protection by Design and by Default (DPbD) procedures reinforces a trend 

according to which parts of the tasks of protecting fundamental rights are transferred 

from legal practices to environments of technology development. This has, for instance, 

raised questions by human rights lawyers about the articulation of such rights outside 

traditional legal channels where rights are protected according to long-standing checks, 

procedures and methods17.  
 

It is still unclear how, for example, some of the legal guarantees, specificities and 

nuances, inherent to fundamental rights protection, can be accounted for by DPIAs and 

DPbD. A related aspect to this is that the focus of evaluating legally relevant elements in 

new technologies may be diverted from breaches of rights in the present – which is the 

classical way for law to operate – towards possible future infringements, as defined by 

risk managers and other actors (see illustrative case 2.a in Section 2).  

 
 

? 
15) Why have DPIAs and DPbD been chosen as the most suited means to address 

concerns over privacy and personal data protection in digital environments?  

 

 

b) Smart developments, ethical concerns and the legal sphere 

Whilst it is true that DPIAs and DPbD address fundamental rights and freedoms such as 

privacy and personal data protection, many stress the need to pay attention to how 

ethical concerns (e.g. dignity, autonomy, non-discrimination, etc.) are also affected. This 

brings new issues to other domains, more clearly into the domain of ethics, but also 

requires careful distinctions between “what is legal” and “what is ethical” in sites where 

the assessment of risks to rights and the engineering of rights take place. Indeed, 

irrespective of their many intersections, the practices of ethics and law have distinct 

ways of working18 and are constrained by different checks and balances.  

 
 

? 
16) What roles do / could practices of ethics play in implementing DPIAs and/or 

DPbD? Do you / would you take differences between practices of law and 

practices of ethics into account when implementing DPIAs and/or DPbD? 
 

  

  

                                                        
17 EPINET policy report (2015) 
18 Gonzalez Fuster and Gutwirth, 2014 
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SECTION 2 – ILLUSTRATIVE CASES  
 

CASE 1 - PUBLIC PROTESTS AND CHANGES IN SMART METER 

LEGISLATION  

In 2009, in the Netherlands, the Senate blocked two national bills aimed at deploying 

smart meters because of the potential consequences that these devices could have for 

the right to private and family-life of their users, enshrined in article 8 of the European 

Convention of Human Rights (ECHR). The proposed bills provided for the mandatory 

introduction of smart meters in every Dutch household and made not accepting the 

installation of a smart meter punishable as an economic offence.   

An anti-smart meter campaign mobilising citizens raised a broad public debate19 and 

the Dutch Consumer Union commissioned a study among legal experts to test whether 

the bills were in conformity with article 8 of the ECHR. The study observed that the 

compulsory nature of smart meters, along with the frequency and level of details of the 

readings that had to be passed to grid operators according to the proposed legislation, 

were not in line with article 8.  

 

 

Fig1. A 

leaflet from 

the anti-

smart meter 

campaign  

 

 

 

 

Fig2. The 

anti-smart 

meter 

campaign 

on a bus  

 

The Dutch First Chamber discussed the study findings and criticisms raised by the 

media and decided not to accept the proposed legislation. The bills were thus amended 

and finally adopted in February 2011 with provisions that made it possible for citizens 

to opt-out from “smart” meters and their functionalities  Some commentators have 

analysed the Dutch case and resistance to the proposed bills as an undesirable effect 

and as failures in innovation20. They maintained that such a situation could have been 

avoided if there had been privacy impact assessments and plans for privacy by design 

since the beginning of the legislative procedure.  

                                                        
19 http://www.wijvertrouwenslimmemetersniet.nl/  
20 Cuijpers and Koops (2012), van den Hoven (2013). 

http://www.wijvertrouwenslimmemetersniet.nl/
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Despite these claims, the engagement of individual rights holders in processes where 

they express views on how decision makers should understand their fundamental rights 

seems to be very relevant to any decision regarding those rights. 

? 
17) Do you conceive of concerns voiced by publics as a potential obstacle or as 

an opportunity for innovation and DPIA /DPbD practices?  

 

CASE 2 - THE DPIA TEMPLATE FOR SMART GRIDS AND SMART 

METERING SYSTEMS 
In 2014, the European Commission adopted a Recommendation for EU Member States 

introducing a Template for Data Protection Impact Assessments for Smart Grid and 

Smart Metering Systems (hereafter: the EU SG-DPIA template)21.  The template has been 

studied in the context of the EU funded Project EPINET, where some of the researchers 

involved in CANDID were also involved22. The project developed a research strand on 

DPIAs where the question of what type of knowledge and actors factor into risks-to-

rights assessments emerged as a particularly important one23.  

a) Reasoning on Risks to Rights and Involvement of Human Rights Lawyers in 

DPIAs  

The DPIA template provides a risk-based approach based on the “quantification” of 

threat levels squared with potential impacts. While such an approach may yield 

valuable guidelines in areas of concern for safety, it is unclear how a quantification 

method can address privacy and personal data protection rights that are notoriously 

difficult to qualify - except with reference to breaches - let alone quantify.  

 

 

Fig3. Quantification 

Table in the SG-DPIA 

Template that 

supports the 

identification of 

threats to rights as 

well as of the severity 

of their impacts and  

likelihood.  

This leads to the question of how to structure relations between law and other 

disciplines, such as risk management, that are involved in risks-to-rights evaluations.  

                                                        
21 http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.300.01.0063.01.ENG 
22 EPINET:  is an EU funded project under the seventh framework program, grant number: 288971. 
EPINET introduced the notion of “epistemic networks” as a means to approach aspects related to 
emerging fields of socio-technical innovation from a  multidisciplinarity perspective. 
http://www.epinet.no/content/epinet-project  
23 http://epinet.no/sites/all/themes/epinet_bootstrap/documents/dpia_report.pdf  

http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2014.300.01.0063.01.ENG
http://www.epinet.no/content/epinet-project
http://epinet.no/sites/all/themes/epinet_bootstrap/documents/dpia_report.pdf
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On some occasions, the human rights lawyers that took part in EPINET expressed 

difficulties in dealing with the procedures and vocabularies introduced by the risk-

based approach since the risks-to-right type of logic does not belong within the 

traditional human rights legal repertoire24. Risks and rights traditionally belong within 

different disciplinary domains. Rights are typically defined and refined in Courts 

through legal concepts, often retroactively, after an alleged breach of law. Risks often 

pertain to risk management practices in the organisational sphere. They are typically 

defined in terms of the  probability and severity of future events and the capacity for 

dealing with such events. 

? 
18) How can legal specificities and nuances, inherent to fundamental rights 

protection, be accounted for in DPIAs?  

 

b) Role of the users 

In the DPIA template, the case for user participation in the assessment process is weak. 
When discussing the external stakeholders who need to be actively involved during the 
DPIA procedure, reference seems to be uniquely made to external experts. At the same 
time, when discussing the potential beneficiaries of the DPIA, i.e. consumers (or 
citizens), the template describes them as “passive”.   

Fig 4. Role of consumer conceived of as passive in the EU SG-DPIA 

 

The inclusion of publics that could provide information about users’ values seems not to 

be a fundamental feature of the consultation exercises that are recommended by the 

template. This might circumvent important and useful communication and 

understanding between the actors involved in developing assessments and those 

ultimately using the technology.  

? 
19) Why do you think the role of consumers is regarded as passive in the EU SG-

DPIA Template?  

 

CASE 3 – USERS’ INITIATIVES ON “PERSONAL DATA MANAGEMENT”  

THAT INTEGRATE PRIVACY AND DATA PROTECTION BY DESIGN  

                                                        
24 Epinet Policy Report (2015) 
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An example of individual rights holders directly articulating values into technology 

comes from the Quantified-Self movement (QS)25. The QS is an international network of 

users who collaborate in the development of technological models allowing for self-

tracking. Users monitor their own data to improve their life-styles, health, performances 

or behaviour.  

Certain QS groups have recently developed plans for the realisation of a “user-centric 

personal data management platform” that should enable individuals to autonomously 

analyse their data and securely store it in neutral and trusted platforms26 . 

In order to enhance the computational potential of the platform, users need to have at 

their disposal as much personal information as possible. However, attempts aimed at 

reclaiming data from online service providers (for instance: transaction and purchase 

history) are reportedly hindered by silos-type problems between digital platforms and 

cloud services27.  

 

 

 

 

 

 

Fig.5 Personal 

data flows from 

individuals to 

service providers. 

QS members 

experience data 

control problems 

when trying 

retrieving 

personal data that 

are fragmented 

across the web 28  

In the proposed system, the user is the central point of integration for different data 

streams. Individuals regain control over personal data and their use. Since the data 

retrieved must be securely stored, the movement has explored various storage options, 

including that of developing “individual user data-bases” that integrate specific privacy 

safeguards.    

                                                        
25 http://quantifiedself.com 
26 See Peterson et al., 2015 
27 Ibidem 
28 http://www.mediainfluencer.net/category/business/ 
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The promoters of the “user-centric platform” see it as a key technology. By using and re-

using their own data to build personalised correlations, users will gradually learn to 

understand and control processing activities and to benefit the most from their personal 

data.29 The movement applies the term “data-literacy” to such an empowering process 

that brings about enhanced decision-making levels for self-improvement and autonomy.  

The capacity to decide autonomously and take free decisions with regard to personal 

data enjoys legal recognition. The German legal system, for instance, recognises a right 

related to the processing of personal data that is formulated as a fundamental right of 

informational self-determination. This right does not only concern the protection of 

personal data but must be understood in association with the free development of 

personality according to which subjects need to have the capacity to decide 

autonomously and take free decisions30. The right of informational self-determination 

thus grants a relatively high level of control upon personal information31.  

It seems to be possible to associate the concept of “data-literacy” – that the QS 

movement describes as the prerequisite to benefit the most from personal data – with 

the notion of self-determination in the Court’s ruling. This is because QS users 

emphasise the need to act freely and with high levels of mastery of their personal data 

and information by determining autonomously the modalities of its use.  

The everyday engagement of the QS users with ICT systems brings them into direct 

contact with legal issues of privacy, security and data control, for which they develop 

specific data protection models such as the “user-centric platform” and “individual 

users data-bases” mentioned above. These can be seen as bottom-up practices of 

privacy by design, which provide alternative technological solutions and configurations 

in response to perceived data privacy threats.  At the same time, though, we can observe 

significant disconnects between such bottom-up public practices and the more top-

down policy approaches32  through which the concept of data-protection-by-design was 

introduced. 

? 
20) Do you see benefits or disadvantages in involving such active, ICT-savvy user 

movements in the further development of privacy or data protection by design? If 

so, which ones?  
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CANDID MODULE 2 - RISKS, RIGHTS AND 

ENGINEERING   

PEER REVIEW (MARCH 2017) – ANSWERS FORM 

 

This Answers Form lists all questions appearing in the Main Document that 

exposes the research insights and cases related to the CANDID Module titled 

“Risks, Rights and Engineering”.  

We do not wish to constrain your contribution by giving many guidelines. You are 

welcome to write to whatever length you wish.  

Please feel free to challenge our research insights and questions because your 

opinion might provide important new avenues for our research and practical 

engagement. 

 

LEGEND  

As mentioned earlier, CANDID engages with a wide range of actors in an extended 

peer community, such as: technology developers, hackers, users, entrepreneurs, 

decision makers. 


The blue dot indicates a question that could be answered by all peers 


The orange dot indicates a question that could be answered in particular 

by peers that have insights on policy choices 


The green dot indicates a question that could be answered in particular by 

peers that have insights on the actual development and operationalisation 
of Data Protection Impact Assessments (DPIAs) 

 

 The red dot indicates a question that could be answered in particular by 

peers that have insights on the actual development and operationalisation 
of Data Protection by Design and by Default practices/procedures (DPbD) 
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All peers and, in particular, peers that have insights on actual development of 
DPIAs 
1) How do you / would you evaluate what is a) a risk to a right; b) an appropriate risk 

mitigation measure and c) which levels of prevention for rights infringement are 

sufficient or insufficient in the context of a Data Protection Impact Assessment?  

(page 4 of main document) 

Answer: 

 

 



All peers and, in particular, peers that have insights on policy choices and on 

actual development of DPIAs 
2) Which actors and disciplines should take part in Data Protection Impact 

Assessments?  

(page 4 of main document) 

 

Answer: 

 


  
All peers and, in particular, peers that have insights on actual development of 

DPIAs 
3) Should Data Protection Impact Assessments involve concerned publics and rights 

holders? If so, when?  

(page 4 of main document) 

Answer: 




  
Peers that have insights on actual development of DPIAs

4) What are typical problems in Data Protection Impact Assessment procedures? How 

do you solve them?  

(page 4 of main document) 

Answer: 

  
Peers that have insights on actual development of DPIAs

5) What happens when conflicts among ways of evaluating rights and rights’ protections 
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emerge during Data Protection Impact Assessments implementation? What/who helps 

in overcoming such situations?  

(page 4 of main document) 

Answer: 






All peers and, in particular, peers that have insights on actual development of 

DPbD

6) How can ICT technology be designed to protect rights against threats?   

(page 5 of main document) 

Answer: 




  
Peers that have insights on actual development of DPbD 
7) Does this happen by means of specific technologies or techniques? If so, which ones?  

(page 5 of main document) 

Answer: 




  
All peers and, in particular, peers that have insights on policy choices and on 

actual development of DPbD 

8) Is it possible to ensure transparency and contestability in Data Protection “by-

design/default” procedures? If so, how? 

(page 5 of main document) 

Answer: 









  
Peers that have insights on actual development of DPbD 

9) What are typical problems in Data Protection by Design and by Default procedures? 

How do you solve them?  

(page 5 of main document) 
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Answer: 

 

 

All peers and, in particular, peers that have insights on actual development of 

DPbD

10) Should Data Protection by Design and by Default procedures involve concerned 

publics and rights holders? If so, when?  

(page 5 of main document) 

Answer: 





All peers 

11) Do you see benefits or disadvantages in initiatives that bring the burden of adopting 

personal data and privacy by design safeguards from organisations to rights-holders? If 

so, which ones?  

(page 5 of main document) 

Answer: 





All peers and, in particular, peers that have insights on policy choices and on 

actual development of DPbD 

12) Which actors and disciplines should take part in Data Protection by Design and by 

Default procedures?   

(page 6 of main document) 

Answer: 










Peers that have insights on actual development of DPbD 

13) What happens when conflicts among interpretations of rights emerge or when 

multiple values need to be reflected in the technology system? What/who helps 

overcoming such situation?  

(page 6 of main document) 
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Answer: 






Peers that have insights on actual development of DPIAs and DPbD 

14) Relations between Data Protection Impact Assessments and Data Protection by 

Design and by Default - To what extent are Data Protection Impact Assessments and 

Data Protection by Design and by Default practices related? Does the one feed into the 

other? If so, what are typical necessities in activities aimed at aligning the two 

processes?  

(page 6 of main document) 

Answer: 

 



Peers that have insights on policy choices 

15) Why have Data Protection Impact Assessments and Data Protection by Design and 
by Default been chosen as the most suited means to address concerns over privacy and 
personal data protection in digital environments?  

(page 6 of main document) 

Answer: 

 


 

 

 

 

 

 

 

 
 

All peers 

16) What roles do / could practices of ethics play in implementing Data Protection 

Impact Assessments and/or Data Protection by Design and by Default? Do you / would 

you take differences between practices of law and practices of ethics into account when 

implementing Data Protection Impact Assessment and/or Data Protection by Design 

and by Default? (page 6 of main document) 

(page 6 of main document) 
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Answer: 

 


  
All peers 

17) Do you conceive of concerns voiced by publics as a potential obstacle or as an 

opportunity for innovation and Data Protection Impact Assessment / Data Protection by 

Design - by Default practices?  

(page 8 of main document) 

Answer: 

 


  
All peers and, in particular, peers that have insights on policy choices and on 

actual development of DPIAs 

18) How can legal specificities and nuances, inherent to fundamental rights protection, 
be accounted for in Data Protection Impact Assessments?  

(page 9 of main document) 

Answer: 


















All peers and, in particular, peers that have insights on policy choices and on 

actual development of DPIAs

19) Why do you think the role of consumers is regarded as passive in the EU SG- Data 

Protection Impact Assessment Template?  

(page 9 of main document) 

Answer: 
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All peers and, in particular, peers that have insights on policy choices and on 

actual development of DPbD 
20) Do you see benefits or disadvantages in involving such active, ICT-savvy user 

movements in the further development of privacy or data protection by design? If so, 

which ones?  

(page 11 of main document) 

Answer: 

 

 

All peers 

Please feel free to challenge our research insights as well as our questions and to 

comment upon all contents in the main document or any related topic that we 

may have omitted.  Your opinion might provide important new avenues for our 

research and practical engagement. 

Answer: 

 
  
All peers 
NAME (please indicate your name and last name): 
 

AFFILIATION IF ANY (Company, Organisation, Citizens’ movement, etc…): 
 

TELEPHONE NUMBER/SKYPE NAME IF ANY:  

 

 


